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Introduce the presentation and the speaker.  [Next Slide]



Mark MacAlester
Communications Liaison

June 17, 2020

Premise

What is the operational impact caused by a space 
weather effect

• On a specific communications technology
• Operated according to a set of procedures
• At a specific geographical location
• At a specific time during a space weather event
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Presenter
Presentation Notes
We have long known that space weather effects communications.  However, operators of communications systems report different operational impacts from the same event based upon the technology they are using, how that technology is being used, their geographic location, and the time of day.  [Next Slide]
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“While Hurricanes Harvey, Irma, Jose, and Maria tore through the Caribbean 
region, X-class flares, solar energetic particle (SEP) events, and Earth-
directed coronal mass ejections (CMEs) plowed through the heliosphere. 
Caribbean emergency communication system operators reported critical 
impacts to high-frequency (HF) radio links used in disaster response and 
aviation tracking.”

• Redmon, R. J., Seaton, D.B., Steenburgh,R., He, J., & Rodriguez, J. V. (2018). September 2017’s geoeffective space weather and impacts to 
Caribbean radio communications during hurricane response. Space Weather, 16. https://doi.org/10.1029/2018SW001897

Federal Emergency Management Agency (FEMA) operators, their federal, 
state, and local emergency management partners supporting operations in the 
U.S. Virgin Islands and Puerto Rico used HF communications extensively.  
None reported any space weather related impacts to HF communications.

Hurricane 
Watch Net

Government 
Operators

Who’s Right?
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Presentation Notes
Let’s examine one recent event. During the disaster response for Hurricane Irma in the Virgin Islands an R4 Severe Solar Radiation Storm occurred.  Not long after, a G3 Moderate Geomagnetic Storm occurred during response operations in Puerto Rico after Hurricane Maria.  Anecdotal reports from operators of the Hurricane Watch Net and the French Aviation Authority described severe impacts and loss of HF communications.  However, FEMA operators reported no impacts to HF communications for these same space weather events.  This disparity was the subject of sometimes spirited debates between researchers and operators, and between operator communities, the assumption being that both sets of anecdotal observations could not be true for the same event.  In other words, who was right? [Next Slide]

https://doi.org/10.1029/2018SW001897
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Radio Communications
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Presentation Notes
We will begin our exploration of effects versus operational impacts with a basic discussion of how radio works, how it is effected by space weather, and how those effects can be mitigated.  We will use this information to develop a risk profile for different operational scenarios. [Next Slide]
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3 MHz 30 MHz 300 MHz 3 GHz

0 Hz

HF VHF UHF

Radio Spectrum

Solar Flare “Radio Blackout”
3 MHz 30 MHz 300 MHz 3 GHz

 VHF

0 Hz 5 - 40 MHz Skywave

UHF

5 – 40 MHz
Skywave only!

Possible interference to VHF, UHF, and microwave satellite 
communications with direct line-of-sight from receiver to the sun for 
seconds up to ~15 minutes

[Not a] Radio Blackout Event
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Presentation Notes
To understand how space weather effects translate to operational impacts, we need to put those effects into context.  The Radio portion of the electromagnetic spectrum goes from 0 Hz up to 3 GHz as shown.  Above 3 GHz is the microwave portion of the EM spectrum. [::Click::] A Solar Flare Radio Blackout event does not blackout all radio.  It effects from about 5 MHz up to approximately 40 MHz skywave radio only.  HF ground wave and terrestrial line-of-sight radio are not impacted.  There is a possible impact to satellite communications that we will cover later in the presentation. [Next Slide]Conversation with Michael Corey,  Amateur Radio Operator, American Radio Relay League, February 13, 2018Conversation with Carl Luetzelschwab, Amateur Radio Operator, American Radio Relay League, February 21, 2018Conversation with Mike Hapgood, RAL Space, January 8, 2017
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F1

F2

E

D

Geomagnetic Storm (G Scale) decreases electron density causing higher 
frequencies to pass through instead of refracting:
• Higher frequencies pass through for ~1-3 days. Polar effects last ~1-2 days 

longer. Often called “Auroral trough” but that can be misleading.
• Increased ionization associated with aurora increases absorption at E Layer 

and above, disrupting communications < 20MHz. “Auroral E” may arise 
allowing skywave from 28-144 MHz, predominately on an east-west path.

• In an extreme event, increased ion density equatorward and distant from 
aurora may enhance skywave signals within first ~2 hours. Where this may 
occur cannot be forecast.

Solar Flare (R Scale) X-Rays increase electron density which increases 
absorption of radio signals from lower frequencies to higher frequencies for 
~minutes to 3 hours.  (If ultraviolet (UV) light in addition to X-ray, UV increases F layer 
ionization which can enhance F Layer HF communications.)

Solar Radiation Storm (S Scale) Solar Energetic Protons increase ionization 
which increases absorption of radio near poles (“polar cap absorption”) for 
~minutes to days. Full-coverage event from pole to equatorward extent. Higher 
ion density on day side. Absorption may extend to higher layers.

SW Effects on Ionosphere (Day)

DAY
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Presentation Notes
Let’s look at how the three major types of space weather effect ionospheric skywave radio on the daylight side of the Earth. [::Click::]A solar flare produces X-rays that increase the electron density of the D Region. Increased electron density increases absorption of radio signals from lower frequencies to higher frequencies as the intensity of the flare increases.  Lower frequencies are the first impacted and the last to recover.  Conversely, higher frequencies are the last impacted and the first to recover.  Increased absorption can last from a few minutes up to about 3 hours.  Sometimes a solar flare will also produce ultraviolet light, which has the effect of increasing ionization of the F Region, which enhances F layer skywave communications.  Following the R4 solar flare radio blackout event that occurred during Hurricane Irma and blacked out the Hurricane Watch Net’s HF radio network, operators reported that after 3 hours with no communications, they had some of the best HF radio conditions they’d ever experienced. This was likely a result of F Region enhancement from UV light. [::Click::]Solar radiation storms are storms of high-energy particles that increase ionization over the poles.  As storm intensity increases, ionization moves farther from the poles, with greater densities on the daylight side of the Earth.  The effect is contiguous from the pole to the equatorward extent of the effect and is not highly correlated to the visible aurora.  Increased ionization increases absorption of radio signals in the D Region but can extend into higher regions in larger events.  Lower frequencies are impacted first and recover last.  This effect, also referred to as a “polar cap absorption event”, and can last from minutes to many days. [::Click::]Geomagnetic storms have an opposite effect from the other space weather we’ve discussed in that they decrease the ionization of the F Region.  F Region skywave radio needs ionization to refract signals back to the Earth; Depleting this ionization causes higher frequencies to pass through into space instead.  This effect can last approximately 1-3 days with polar effects lasting an additional 1-2 days.  Operators sometimes refer to this as the “Auroral Trough” but that can be misleading, especially in extreme events, as we will discuss in a few slides. Geomagnetic storms can also increase ionization in the E Region creating a phenomena called “Auroral E.”  According to ARRL, Auroral E can disrupt communications below 20 MHz but can also give rise to conditions that may allow skywave in the 28-144 MHz frequency range, predominately on an east-west path.  This would only be usable for operators that equipment cable of such transmissions. [Next Slide]
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F2

Solar Flare (R Scale) No D Layer to absorb radio signals.

Geomagnetic Storm (G Scale) decreases electron density causing higher 
frequencies to pass through instead of refracting.
• Higher frequencies pass through for ~1-3 days.  Polar effects last ~1-2 

days longer.
• If storm arrives late afternoon, may not see impacts until after sunrise of 

the next day.
• Increased ionization associated with aurora increases absorption at E 

Layer and above, disrupting communications < 20MHz. “Auroral E” may 
arise allowing skywave from 28-144 MHz, predominately on east-west 
path.

• In an extreme event, increased electron density equatorward and distant 
from aurora may enhance skywave signals within first ~2 hours. Where 
this may occur cannot be forecast.

E
Solar Radiation Storm (S Scale) No D Layer to absorb radio signals. 
Absorption may extend to higher layers.

SW Effects on Ionosphere (Night)

NIGHT
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Presentation Notes
At night, there is no D Region to absorb radio signals from either solar flare radio blackouts or solar radiation storms.  Solar radiation storms and geomagnetic storms may cause effects in the E Region, as previously discussed, but this is primarily a high-latitude effect.  The biggest threat to nighttime skywave radio is depletion of the F Region due to geomagnetic storming.  E Region skywave is sporadic and conditions are difficult or impossible to predict.  The F Region is the only region usually available at night for skywave ionospheric radio. [Next Slide]
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X-Rays increase 
electron density 
which increases 
absorption of radio 
signals in D Layer 
from lower 
frequencies to 
higher frequencies 
for ~minutes to 3 
hours

No D Layer to 
absorb radio 
signals.

Solar Flare Radio Blackout Effect (Visual)

DAY NIGHT
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Presentation Notes
The last two slides had a lot of information on them, so let’s look at them again visually to better understand what is going on.  This NOAA x-ray flux product shows how solar flare radio blackouts are a dayside-only phenomena as there is no D Region at night to absorb radio signals. [Next Slide]
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NOT TO SCALE

Polar Cap Absorption event:
Lower frequencies impacted first, 
recover last

Full-coverage 
from pole to 
equatorward 
extent

Higher ion 
density on day 
side (higher 
absorption)

Not highly 
correlated to the 
visible aurora

Solar Radiation Storm

Density and 
extent varies 
with storm 
intensity

Geomagnetic Storm
Aurora heats atmosphere 

Molecular neutrals rise to 
F Layer over all of auroral 
oval and move toward the 
equator: Suppresses ion 
creation, increases ion loss 
in F Layer.

Downwelling of ions pushed 
out of F Layer can enhance 
HF skywave equatorward 
and distant from the aurora 
for ~2 hours

If storm arrives late 
afternoon, may not see 
effects until after sunrise of 
next day

Extent varies 
with storm 
intensity

Radiation and Geomagnetic Storms (Visual)
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Presentation Notes
It’s more complicated for solar radiation and geomagnetic storms. [::Click::] First, a caveat: these are very simplistic visualizations of very complex processes.  The interaction of solar storms with the ionosphere is a dynamic, constantly changing process.  In a solar radiation storm, highly energetic particles flood the polar regions and spread further toward the equator as storm intensity increases.  This is a different process than the process that creates the aurora, so effected latitudes are not highly correlated to the visible aurora, though the effects from solar radiation storms are mostly confined to higher latitudes.  This is a full-coverage event, meaning that effects extend from the poles to the equatorward extent, with higher densities, and thus higher absorption, on the daylight side of the planet. [::Click::] Geomagnetic storms are different.  Atmospheric heating above the aurora causes neutral molecules to rise up into the F Region and flow toward the equator.  This creates convection as eventually the atmosphere cools and falls back toward the Earth, dragging ions from the F Region with it.  In an extreme geomagnetic storm, where this downwelling occurs actually results in improved skywave radio conditions for about the first two hours of the storm equatorward and distant from the visible aurora, before conditions deteriorate.  For about 1-3 days, ions are depleted and ion production is suppressed in the F Region, with higher frequencies passing through instead of refracting.  If the storm arrives late in the afternoon, effects may not be apparent until the morning of the following day.  A difference with geomagnetic storms: artic radio operators have reported that communications north of the aurora with other stations north of the aurora have been successful, though they are not able to communicate with stations under or south of the aurora, a phenomena they refer to as the auroral trough. [Next Slide]Notes from December 13, 2019 visit to SWPC with Dr. Mihail Codrescu and Dr. William Murtagh.Where aurora is depends on intensity of G and history up to that point.  Major change in a storm is neutral composition, which changes the ionosphere.  At beginning, causes effects at equator, but at mid-latitudes not much change occurs at beginning.  Aurora joule heats the atmosphere which boil upward (cannot move sideways).  Molecular neutrals rise to F layer over all of auroral oval and start to move sideways toward the equator.  “Convection” causes decrease production and increased loss at F layer.  Push atomic oxygen out of F layer.  Positive effect atomic oxygen downwells at some point equator-ward and where that happens reduces the plasma loss and increases ability to communicate.  Other positive effect is by neutral winds moving up along the field lines.  Positive effects happen equator-ward of the aurora and some distance from it.  Large changes in intensity (movement north-south) can create waves which make the environment very dynamic.  If late afternoon when storm goes off, may see no effects until next day (after sunrise).O2/N2 ratio.  Convention is driven by magnetic fields.  Driven from dayside over the pole to nightside toward the equator.  Aurora is very dynamic.  Dayside doesn’t move as much as nightside.  
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F2

D

D Layer Absorption: Move to Higher Frequency

Use Digital over Analog

Use Higher Power

Use Data over Voice
F Layer Depletion: Use

Lower Frequency
Use NVIS
if practical

Mitigation Techniques
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Presentation Notes
Given the effects we’ve discusses, how can radio operators improve their chances for successful communications? [::Click::] Where we have D Region absorption from solar flare radio blackouts or solar radiation storms, the effect is strongest at lower frequencies and moves to higher frequencies as storm intensity increases. [::Click::] So, if equipment and procedures allow, operators can more to higher frequencies that are not effected.  Even where higher frequencies are effected, they are impacted last and recovery first. [::Click::] Another mitigation technique, if equipment and procedures allow, is to increase power, in essence, overpowering the absorption effect.  Remember that signals must pass through the D Region twice. [::Click::] Digital signals are more robust and less susceptible to noise than analog signals, [::Click::] and data is more resilient than voice.  One ham radio operator reported that during solar storming that occurred during the Hurricane Maria response in Puerto Rico in 2017, static from noise was so bad that voice was impossible to understand.  However, digital HF email continued working and the operator never lost communications. [::Click::] One other mitigation technique is reported from artic operators: near vertical incident skywave was often successful in enabling communications when other mitigation techniques were not.  This technique, as previously discussed, is usable only over shorter ranges, though. [::Click::] Finally, geomagnetic storms deplete ionization in the F Region.  Higher frequencies are impacted first with lower frequencies effected as storm intensity increases.  Here, moving to a lower frequency that can still refract from the F Region may work.  Of course, this only works if the lower frequency is not being absorbed by other space weather effects, and is more likely to be successful at night when other regions are not present. [Next Slide]
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Use Networks
• Station Relay

 If origin and 
destination stations 
cannot talk directly, 
manually pass traffic 
between stations 
that can talk.

https://www.winlink.org/RMSChannels

(Example)
WINLINK
Global Radio Email
Live System 
Information

• Internet Connected

Mitigation Techniques (Continued)
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Presentation Notes
Another mitigation technique is to use networks. [::Click::] The first technique is almost as old as radio itself and is called station relay.  Is the origin and destination stations cannot talk directly, but both can talk to another or other stations, they can relay the message from origin to intended destination. [::Click::] In our modern world, many skywave radio stations are also connected to the internet.  One such service is Winlink, as shown here, but there are several others.  Winlink utilizes radio stations around the world, some of which are connected to the internet, to pass radio email.  So for instance, if you are at a radio station in Scandanavia and want to send email to a radio station in Spain, but cannot talk across the auroral trough, you could send your email via the internet to a station south of the trough that can talk to the desired destination radio station in Spain. [Next Slide]Notes from December 13, 2019 visit to SWPC with Dr. Mihail Codrescu and Dr. William Murtagh.Trough is a depletion of electron density usually equator-ward of the aurora.  Almost always there, but not always of the same magnitude.  All heights?  More energetic particles penetrate lower, but in general 110 km.  Higher latitudes electron density structure moving very fast.  Dayside to nightside structure movement possible but highly dynamic northward of aurora.  “Tongues of ionization.”
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Analog Voice Single Frequency Low PowerSingle Station Pair Low Skill

Digital Data Multiple Frequencies Networked Stations High Power High Skill

Worst Case

Amateur Austin, TX

US Government
(e.g. SHARES, COTHEN)

Automatic Link Establishment High PowerStation RelayDigital Voice Medium SkillFEMA PR/USVI
> 40 Channels from 2 MHz to 28 

MHz
(and data)

Hurricane Watch Net
(2017)

7.268 MHz & 14.325 MHz
40m Band                20m Band

~50 Stations in Net
High SkillSingle Frequency Station Relay High PowerAnalog Voice

Automatic Link Establishment Networked Stations High Power Medium SkillDigital Voice
(and data)

* Used Near Vertical Incident Skywave for intra- and 
inter-island HF

Applying a Risk Profile for HF Skywave
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Presenter
Presentation Notes
Now let’s put it all together and rate specific use cases. [::Click::] We put the worst case scenario—analog voice, single frequency, single station pair, low power, and low skill—to provide a baseline. [::Click::] So let’s return to the question that started this all.  How could the Hurricane Watch Net and FEMA have opposite operational impacts for the same space weather event?  Who was right?  Turns out, both sets of operators were correct.  The Hurricane Watch Net used analog voice, the most susceptible to absorption effects, a single day frequency and a single night frequency, though both can be used during the day depending on conditions.  Remember, though, that absorption effects move from lower frequencies to higher frequencies. 14.325 MHz is the day frequency, so moving to 7.268 MHz would not mitigate effects. Despite using high power, 1500 Watts, than FEMA and having highly skilled operators, the Hurricane Watch Net lost HF communications for three hours, precisely in line with NOAA space weather reporting.  FEMA, on the other hand, had three major differences from the Hurricane Watch Net.  FEMA uses digital HF radios, capable of both voice and data.  FEMA also uses Automatic Link Establishment, with radios conducting soundings across more than 40 HF channels from 2 to 28 MHz. Finally, inter-island communications in the U.S. Virgin Islands and Puerto Rico used Near-vertical incident skywave.  It is not clear which factor, or combination of factors, allowed FEMA to continue communications, but this result matches operator reports from across the U.S. Federal government. [::Click::] U.S. Government networks have a big advantage over their ham radio counterparts.  They have permanently assigned frequencies that allow for the use of Automatic Link Establishment instead of smaller pools of shared frequencies, and they have larger budgets for equipment.  When asked, operators on the COTHEN HF network, a shared network between U.S. Customs and Border Protection and the United States Coast Guard, could not recall a single instance where space weather prevented communications.  COTHEN uses both Automatic Link Establishment and cellular routing technologies that automatically select the best station pair based on current conditions.  When an operator keys a radio, the radio selects the best frequency to use and the network determines the best station pair to use, all of which is invisible to the operator.  The radio and network mitigate space weather effects without the operator even being aware of it. [::Click::] All is not lost for Ham radio operators.  One such operator in Austin, Texas, reported that he used digital equipment, all the frequencies available to the Amateur community, high power, networking, and his high skill level to maintain HF email communications with Puerto Rico, never once losing communications due to space weather effects. [Next Slide]Conversation with Tom Whiteside, Amateur Radio Operator in Austin, TX, April 13, 2018
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VHF
UHF

(Includes FirstNet)
LOS Microwave

Air

Marine

Land Mobile Radio

Ionosphere

Terrestrial LOS 
Communications 
are not directly 
impacted by 
space weather.
(with one exception)

Optical (free space optics and fiber cables)

Terrestrial Line-of-Sight (LOS) Radio
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Presenter
Presentation Notes
All of our previous discussions involved ionospheric skywave communications.  The vast majority of terrestrial “radio”, however, is line-of-sight radio and line-of-sight microwave.  Terrestrial line-of-sight radio is not directly impacted by any type of space weather, with one exception that we’ll talk about next.  This is why we stress that a solar flare radio blackout event is not a blackout of all radio communications. [Next Slide]
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~ 20 Min.

Omnidirectional antennas likely not 
impacted — unless transmitting and 
receiving antennas are on a direct line of 
sight with the Sun when a SRB occurs.

Directional sun-
facing antennas may 
be impacted when 
the sun is within their 
line of sight, which 
can occur at dawn 
and dusk.

Solar Radio Bursts (the exception)
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Presentation Notes
The one exception to the last slide is a phenomenon called a Solar Radio Burst, which is an intense emission of radio and microwave energy usually, but not always, associated with a solar flare.  Under certain conditions, these Solar Radio Bursts can interfere with line-of-sight radio. [::Click::] Remember from our discussion of directional radio antennas that antenna power and gain are concentrated in a particular direction.  The depiction on the slide shows how cellular and public safety radio antennas could be configured to provide coverage to users on the ground, with the antenna aimed toward the horizon. [::Click::] If the antenna faces sunrise or sunset, and a solar radio burst occurs, the energy of the burst could raise the noise floor high enough that it saturates the antenna.  This effect, however, only last as long as the sun is within the antenna’s arc.  Once the sun rises above the antenna’s arc, a Solar Radio Burst would no longer effect it.  Therefore, this effect would likely last less than approximately 20 minutes. [::Click::] After discussions with operators, engineers, and scientists familiar with radio technology, the general consensus is that omnidirectional antennas are unlikely to be impacted.  Such antennas have lower gain in any given direction, thus are less likely to capture enough of the SRB’s energy to overwhelm the antenna’s filters.  The one exception is if the transmitting and receiving antennas are on a direct line-of-sight to the sun when a SRB occurs.  Thus, while Solar Radio Bursts have an effect, operational impact depends on very specific conditions. [Next Slide]White, S.M.: 2007, Solar radio bursts and space weather. Asian J. Phys. 16, 189 – 207. 
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In radio networks with 
multiple directional 
antennas, only sun 
facing antennas are 
effected.

If sun facing antenna 
impacted, devices in 
the coverage area of a 
non-sun-facing antenna 
may not be impacted.

Overall, risk to line-
of-sight radio from 
space weather—
excluding power—
is assessed as 
LOW.

Outages impacting a 
subset of customers for 
less than 20 minutes are 
not considered significant 
outages.

Solar Radio Bursts (Continued)
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Presenter
Presentation Notes
When I presented the sunrise and sunset scenario to the telecommunications industry, they pointed out that users, particularly in urban areas, can be covered by more than one antenna.  If the sun-facing antenna is impacted, a user’s session could be picked up by a non-sun-facing antenna.  5G cellular technologies will use more antennas than current 4G technology, making this more likely in years to come. [::Click::] Further, outages impacting only a subset of customers for less than 20 minutes are not considered significant outages. [::Click::] Overall, the direct risk of disruption to line-of-sight radio and microwave systems from space weather—excluding power—is assessed as low. [Next Slide]
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Satellite Communications
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Presenter
Presentation Notes
Next, let’s look at satellite communications.  As with radio, we’ll cover the basics, discuss space weather effects, how those effects impact operations, possible mitigations, and risks. [Next Slide]
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Solar Radiation & Geomagnetic Storm 
(S & G Scales) Physical damage to 
satellite.

Radio Blackout (R Scale) and Solar Radio 
Burst Electromagnetic interference.

Geomagnetic Storm (G Scale) 
Upper atmosphere expansion.

Geomagnetic Storm 
(G Scale) Scintillation.

Phase change

Absorption, diffusion

Refraction
Faraday Rotation

SW Effects on Satellite Communications
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Presentation Notes
Now let’s look at space weather effects on satellite communications. [::Click::] Satellites operate at radio and microwave frequencies, which the sun can produce in solar flares and solar radio bursts.  If these frequencies are the same as those used by the satellite, it can create electromagnetic interference that acts as a form of natural jamming. [::Click::] Solar radiation storms and geomagnetic storms can cause physical damage to satellites by degrading solar panels and causing surface and deep dielectric charging. [::Click::] Ionospheric scintillation from geomagnetic storms can effect satellite signals, and [::Click::] Upper atmosphere expansion from geomagnetic storms can increase drag on both satellites and orbital debris.  Let’s look at each of these effects and the risks they pose to operations. [Next Slide]Conversation with Paul Cannon, University of Birmingham, December 13, 2017Conversations with Antti Pulkkinen, NASA Goddard Space Flight Center, multiple datesConversations with Bruce Tsurutani, Leif Scheick, Dennis Lee, Anthony Mannucci, NASA Jet Propulsion Laboratory, multiple dates
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Single Event Upset creates command or 
memory errors, usually temporary.
 New artificial intelligence can diagnose and fix 

upsets on the satellite with little or no human 
intervention

01001101
00001101

Solar Energetic Particle damage to 
solar panels shortens useful life.
 Mitigated by proper design, quality control, 

and operational monitoring

+-
Surface and Deep Dielectric charging 
during geomagnetic storms causes 
arcs that can damage electronics.
 Mitigated by proper design and quality 

control

Upper atmosphere expansion from 
geomagnetic storms increases drag 
for very-low-earth-orbit satellites and 
debris.
 Not a significant issue for LEO satellite 

constellations above 500 - 600 km
 Mitigated by extra fuel reserve for station 

keeping as part of operational design
 New artificial intelligence can maneuver 

satellites to avoid collisions

Satellite Physical Effects (and Mitigations) 
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Presenter
Presentation Notes
Space weather can cause physical effects on communications satellites. [::Click::] The most common effect is known as a Single Event Upset, also known as a “bit flip”, which can cause command and memory errors.  Upsets are usually temporary and quickly corrected, but in rare cases have caused longer outages or even loss of the satellite.  When communications satellites experience upsets, they usually require intervention from ground controllers; however, many of the newest satellites are taking advantage of artificial intelligence, machine learning, and software defined systems to help them correct upsets on the satellite without intervention from ground controllers. [::Click::] Geomagnetic storms can cause both surface charging and deep dielectric charging on satellites, which can cause arcs capable of damaging satellite electronics.  Proper design and quality control during manufacturing, based on years of on-orbit experience, can mitigate charging and its effects. [::Click::] Solar Energetic Particles from Solar Radiation Storms can damage solar panels, reducing their efficiency.  Older satellites near or passed their planned operational end-of-life may have solar panel efficiency reduced below the power level required to operate the satellite.  Proper design, quality control during manufacturing, and operational monitoring of satellite solar panel efficiency can mitigate or inform users of potential impacts. [::Click::] Geomagnetic storms cause atmospheric heating that starts above the aurora and propagates toward the equator and nightside of the Earth. In extreme events this propagation can reach the equator within about 90 minutes, with peak densities occurring approximately 9-10 hours from storm onset.  Densities then decrease with the atmosphere returning to pre-storm levels in about 22-24 hours from storm onset.  Atmospheric heating increases density at higher altitudes that can increase drag on low-Earth-orbit satellites.  However, this is primarily a threat to very-low-Earth-orbit satellites below about 400 kilometers altitude.  The vast majority of low-Earth-orbit communications satellites orbit above 500 kilometers altitude, so are unlikely to experience effects sufficient to impact short-term operations. There are plans to deploy communications satellites below 400 km altitude and these will be more susceptible to atmospheric drag.  Atmospheric drag on satellites is mitigated by extra fuel reserves for station keeping.  One threat that is not well understood at present is the threat posed by orbital debris whose orbits are changed by atmospheric expansion.  Under normal conditions, most orbital debris is tracked and its orbits are known, giving satellite operators ample time to adjust a satellite’s orbit to avoid a collision.  In an extreme geomagnetic storm, ground controllers could be challenged to track debris and avoid collisions.  One mitigation reported in open source media is to outfit satellites with onboard artificial intelligence that would allow the satellite to identify threatening debris and maneuver to avoid a collision.  It remains to be seen how effective this will be. [Next Slide]Notes from December 13, 2019 visit to SWPC with Dr. Mihail Codrescu and Dr. William Murtagh.For extreme storms, we find that it takesonly 1.5 hr from the storm onset for the density intensifications to reach the equator, 9.5 hr from onset forthe thermosphere to reach its maximum density, and 22 hr from onset for the thermosphere to recover.Density enhancements are observed first at high latitudes for both satellites. Theintensifications are stronger after the storm onset and they quickly(within two to three orbits) propagate to the equator and the nightside.Nine hours after the storm onset, at 2024 UT on 20 November, theenhanced density starts decreasing, and within 24 hr from onset, it isback at the prestorm levels.For the extreme events (panel f), density intensifications reach the equator only 1.5 hr after storm onsetZesta, E., & Oliveira, D. M. (2019). Thermospheric heating and cooling times during geomagnetic storms, including extreme events. Geophysical Research Letters, 46, 12,739–12,746. https://doi.org/10.1029/2019GL085120
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VHF UHF L Band S Band C Band X Band Ku Band K Band Ka Band V Band

70-
150 
MHz

1-2 GHz200-400 
MHz

2-4 GHz 4-8 GHz 8-12 GHz 12-18 GHz 18-27 GHz 27-40 GHz 40-75 GHz
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Presentation Notes
Ionospheric scintillation from geomagnetic storms can effect satellite communications by refracting or degrading signals. [::Click::] This scintillation is caused by electrically charged plasmas, called electrojets, that form in the ionosphere. [::Click::] These electrojet blobs effects signals starting at lower frequencies and moving to higher frequencies as intensity increases.  Even in the most extreme storms, however, scintillation effects are expected to diminish in the upper S-Band with effects disappearing completely in the mid to upper C-Band or lower X-Band.  Of note: Global Navigation Satellite Systems and many hand-portable satellite phones and data terminals used by emergency and government personnel operate in the L-Band. [::Click::] Electrojets are very dynamic and their size, intensity, equatorward extent, and east-west extent depends on storm intensity, which can vary substantially.  Putting all of this together, it means that the effects experienced at a given location are, at least for now, nearly impossible to predict and may be very intermittent, as this [::Click::] article from the 1921 Great Storm suggests.  Effects at specific locations were described as working normally during some periods while during others their instruments would “start on a dance.”  The article also highlights that effects can differ over relatively short geographic distances. [Next Slide]
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Effects are not continuous and may be highly localized.
Close relationship between scintillation and the auroral oval.

Scintillation Effects on SATCOM
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Presenter
Presentation Notes
Scintillation effects communications in the following ways. [::Click::] The electrojet blobs typically set up in the E Region of the ionosphere and are closely related to the aurora.  The blob nature of electrojets means that effects are not continuous over the life of the storm and may be highly localized. [::Click::] The first scintillation effect that may occur is Faraday Rotation.  Remember that some service providers maximize satellite bandwidth by placing two customers on the same frequency, one horizontally polarized and one vertically polarized, so their signals do not interfere with each other.  If a polarized signal is rotated, it can cause interference with another customer’s signal.  Additionally, rotation can cause signal fade and signal loss for polarized satellite receivers. [::Click::] scintillation can change the direction of a signal, resulting is signal fade or signal loss. [::Click::] It can change the phase of a signal, which can degrade communications for phase sensitive equipment, and can cause destructive interference that can degrade the signal or lead to complete loss. [::Click::] Finally, scintillation can lead to diffusion or scatter of signals, also known as multipathing, causing degradation or signal loss. [Next Slide]two receivers spaced around 120km apart reported highly diﬀerent scintillation impacts, with strong scintillation on half of the satellites in one receiver and no scintillation in the other. This shows that areas of severe irregularities in the nightside ionosphere can be highly localized.van der Meeren, C., K. Oksavik, D. A. Lorentzen, M. T. Rietveld, and L. B. N.Clausen (2015), Severe and localized GNSS scintillation at the poleward edge of the nightside auroral oval during intense substorm aurora, J. Geophys. Res. Space Physics, 120, 10,607–10,621, doi:10.1002/2015JA021819.The ARRL Handbook for Radio Communications. Editor H. Ward Silver.  89th Edition.  2011.  The American Radio Relay League, Inc.  Newington, CT.  Change to bubbles.  Multipath signals over time lead to constructive and destructive interference.  Satellites and electrojet are both moving with differing velocities, which effects signal received.  Structure is different sizes that are moving together.  Equipment filters may also impact scintillation as they were designed for equatorial conditions and may produce false scintillation effects.  Scintillation depends on distance of the TX(/RX) from electrojet, velocity and direction of electrojet, and velocity and direction of the satellite.  “The theory of scintillation with applications in remote sensing”  3 GPS for position, 1 for timing.Mitigation: follow more satellites/more systems GPS, GLONAST, etc.  Equipment is coming to market that translates timing between constellations.Magnetic midnight is the time of day when the North or South Magnetic Pole is exactly in between the sun and an observer on earth's surface. This is the best time for observing auroras.[1]Because Earth's magnetic poles do not coincide with its geographical poles—the angle between Earth's rotation axis and magnetic axis is about 11°—magnetic midnight differs from conventional midnight. In most of the United States, magnetic midnight occurs about an hour earlier.[2] 
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Mitigation Techniques (and limitations)

If possible, use a higher frequency
 Dependent on equipment and service provider
 Multiband satellite receivers and service providers generally cost more

If possible, use multiple, geographically separated 
receivers connected over a terrestrial network       
(e.g. Wireline or LOS radio/microwave)
 Increased cost and complexity

If possible, use a higher power
 Output power is strictly regulated by service provider (and the FCC) and MUST BE coordinated

If possible, avoid phase-sensitive equipment
 Mission dependent
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Presentation Notes
Mitigating the effects of scintillation on satellite communications depends on equipment, allowed operational procedures, and cost. [::Click::] If equipment and your service provider allow, use a higher frequency.  One simple example is to use dual-frequency GNSS receivers.  If the lower frequency is scintillated, the higher frequency may still work.  Remember that even in extreme events, scintillation effects drop off in S- and C-Bands and should not effect X-Band and above.  Multiband satellite receivers and service providers generally cost more. [::Click::] Because scintillation can be highly localized, a second possible mitigation technique is to use multiple geographically separated satellite receivers that are connected by a terrestrial network—wireline, or line-of-site radio or microwave, as an example.  This does, of course require additional equipment and services, thus adds to cost and complexity. [::Click::] If equipment has the ability to use a higher power, and the service provider allows it, use higher power.  This MUST BE coordinated with the service provider as using higher power can lead to interference on the satellite. [::Click::] If the use case or mission allows, avoid phase-sensitive equipment. [Next Slide]
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Satellite Communications Risk

 Satellite Dependency

 Satellite Service(s)

 Frequency

 Receivers

 Disruption Tolerance

 Low vs. Higher Skill

User Operational Risk = Technology + Implementation + Disruption Tolerance

Single Satellite
Single Orbit

Multiple Satellites
Single Orbit

Multiple Satellites
Multiple Orbits

Cost

Single Provider
Single Sat/GEP

Single Provider
Multiple Sat/GEP

Multiple Providers
Multiple Sat/GEP

VHF – L Band S Band – C Band X Band – V Band

Single Receiver
Single Band

Multiple Receivers
Single Band

Multiple Receivers
Multiple Bands

< 5 minutes 5 – 30 minutes > 30 minutes

Low Skill Medium Skill High Skill
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Presentation Notes
Satellite risk is a combination of the technology used, how that technology is implemented, and the end-user’s tolerance for satellite communications disruption. [::Click::] This can be broken down into six categories. [::Click::] Satellite dependency is a function of the satellite or satellites that an end-user depends on.  In an extreme event, approximately 10% of satellites may become temporarily or permanently unusable.  If a user depends on a single satellite, and that satellite becomes unavailable, that user has lost service.  If the user can be moved to a different satellite that is still operational, the impact may be minimal.  The greatest resiliency comes from having access to multiple satellites in multiple orbits. [::Click::] Satellites are operated by service providers and some providers have access to more resources than others.  A service provider with only a single satellite available to end user provides the greatest risk.  Similarly, if the service provider has only a single ground entry point, or GEP, that potentially makes the service more vulnerable to scintillation disruption.  Providers that operate multiple satellites that service a user’s location and have multiple, geographically separated ground entry points are more resilient.  Finally, having access to multiple service providers provides the best resiliency. [::Click::] Scintillation effects lower frequencies so being able to use higher frequency bands increases resilience. [::Click::] User satellite equipment also matters.  A single receiver on a single frequency band is the most vulnerable.  Having multiple satellite receivers improves resiliency, while having multiple receivers able to use multiple bands provides the best resiliency. [::Click::] A user’s tolerance for outages also matters.  If a satellite service is very time critical, even a small disruption can cause a major operational impact.  Users who can tolerate longer outages without significant operational impact are more resilient. [::Click::] Finally, the skill of the both the service provider and the end-user matters. [::Click::] Of course, greater resiliency for satellite communications comes at a price. [Next Slide]
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Wireline Communications
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Presentation Notes
Finally, we’ll look at terrestrial wireline communications.  This will be short as, with one possible exception, modern wireline communications are fairly resilient to space weather effects. [Next Slide]
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Cable Landing 
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Undersea Cable

• Long haul cable ~88%-90% fiber optic

• Fiber Optic Cables on land do not conduct electricity (mitigation)
• Damaging geomagnetically induced currents (GIC) require long-

distance conductors (10s to 100s of km/mi)

• Rural and “last mile” may still be ~40%-45% copper

Terrestriel Wireline Basics - US
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Presentation Notes
This is a very basic depiction of the terrestrial wireline infrastructure in the United States. [::Click::] The buildings that house the wireline switching equipment for phones and internet are collectively known as Central Offices. [::Click::] These connect over either fiber optic cables or copper wire to neighborhoods through distribution nodes. [::Click::] They also connect to Mobile Switching Centers that support cellular communications towers. [::Click::] Central Offices separated over long distances typically connect using fiber optic cable.  The light that carries signals through fiber optic cables suffers losses over distance and that signal must be regenerated every 40 or more kilometers. [::Click::] Finally, land masses separated by oceans are connected via undersea cables. [::Click::] According to open source reporting, in the United States, approximately 88-90% of all long-haul cables—the cables whose long distance would make them most susceptible to geomagnetically induced currents—have been converted to fiber optic cables, while [::Click::] approximately 40-45% of rural and “last mile” cable is still copper. [::Click::] Fiber optic cable on land uses light transmitted through glass fibers not electrical conductors and, thus, does not conduct electric current.  The amount of current induced in copper cables depends on their length, their geographic orientation relative to an electrojet, and the intensity of the electrojet.  All factors being equal, the longer a conductor is, the greater the potential for larger induced currents. [Next Slide]
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Wireline Case Study – L4 Cable System
August 4, 1972

L4 Coax Cable System from Plano, Illinois to Cascade, Iowa

 242 kilometers long (150 miles)
 Low ground conductivity (current seeks path of least resistance)

 Protection from Electrical Architecture ~ 6.5 V/km

Induced Geo-Electric Field ~ 7.0 V/km = cable outage (shutdown)

 Other cables in the area remained operational
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Presentation Notes
Probably the best known wireline outage on land occurred the night of August 4th, 1972, on the L4 coax cable system running between Plano, Illinois and Cascade, Iowa.  When it comes to geomagnetic storms and induced geo-electric fields from electrojets, length and how conductive the ground is beneath the cable matter. [::Click::] The L4 cable was 242 kilometers long and was laid over ground that had very low conductivity, or, in other words, high resistance to the flow of electric current.  Current always seeks the path of least resistance.  A conductive cable connected to the Earth through ground connections—which normally protect cables from things like lightning strikes—offers a path for geomagnetically induced current.  The L4 cable was designed to handle up to ~ 6.5 V/Km of induced geoelectric field. [::Click::] On August 4, 1972, an eastward electrojet from a strong geomagnetic storm induced a ~ 7.0 V/km geo-electric field on the cable, causing the cable to shutdown. [::Click::] Of note, other cables in the area remained operational. [Next Slide]Anderson C., W., L. J. Lanzerotti, and C.G. Maclennan, Outage of the L-4 system and the geomagnetic disturbance of August 4, 1972, Bell Syst. Tech. J., 53, 1817-1837, 1974.D. H. Boteler and G. Jansen van Beek, August 4, 1972 revisited: A new look at the geomagnetic disturbance that caused the L4 cable system outage, Geophysical Research Letters, Vol. 26, No.5, Pages 577-580, March 1, 1999, doi.org/10.1029/1999GL900035
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Undersea Repeaters 
regenerate optical signals 
approximately every ~40-70 
kilometers.

Repeaters require power, which is provided by 
copper conduit built into the undersea cable.
 Copper conduit is susceptible to geomagnetically 

induced currents
 Research into vulnerability is ongoing and 

depends on cable length, geographic orientation, 
and electrical architecture

Long distances between landing stations 
can lead to significant voltage differentials, 
which induce electric current.

Cable 
Landing 
Station

Cable 
Landing 
Station

GIC and Undersea Cables

* Risk currently unknown
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Presenter
Presentation Notes
The one exception to the previous slide is undersea cables.  As on land, the light signal in the glass fibers degrades and needs to be regenerated approximately every 40-70 kilometers.  So, instead of regeneration huts, undersea cables use built-in repeaters to regenerate the light signals.  These repeaters require power, which is supplied by a copper conduit built into the cable.  That copper conduit is susceptible to geomagnetically induced currents, especially given that many undersea cables are hundreds or thousands of kilometers long.  What we don’t know right now is whether the electrical safeguards built into modern undersea cables are sufficient to protect them from the levels of induced currents that large geomagnetic storms can generate.  Research is currently ongoing to try to answer that question. [Next Slide]
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Day 1 Day 2 Day 3Day 0

• Carrington-scale event and timeline, well-connected
• All three main types of space weather + SRB
R5 Solar Flare Radio Blackout
Solar Radio Burst
S5 Solar Radiation Storm
G5 Geomagnetic Storm

• Continental United States (and Arctic)
• Communications impacts only!

Putting It All Together – Scenario
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Presenter
Presentation Notes
Now let’s put everything we’ve discussed together against a Carrington-scale event, the largest solar storming event in our records, and look at communications effects and potential impacts, over time, to inform our PACE plans.  For the purposes of this scenario, the event will follow the rough timeline of the 1859 Carrington Event, and will be magnetically well-connected, which means a quick onset of radiation effects. [::Click::] The event will include all three major types of extreme space weather plus solar radio bursts. [::Click::] This will be specific to the Continental United States and, given its growing importance, the Artic. [::Click::] and, this will include communications impacts only.  Electric power is a critical dependency of communications but is outside the scope of this presentation. [Next Slide]
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Presentation Notes
The three main types of space weather—Solar Flare Radio Blackout, which for the this discussion includes Solar Radio Bursts, Solar Radiation Storm, and Geomagnetic Storm—travel at different speeds. The following times are for extreme events. [::Click::] The electromagnetic energy from Solar Flare Radio Blackouts and Solar Radio Bursts travel at the speed of light. That means that at the same time we see the solar flare here at Earth, the energy from the flare is already here, so there is no operational warning of the event, though there should be forecast probability that an event could occur. [::Click::] The high-energy solar particles of a Solar Radiation Storm travel at almost the speed of light, and begin to arrive in as little as 20 minutes. They build quickly over the next few hours to an extreme level. [::Click::] The solar plasma that creates Geomagnetic Storms, in an extreme event, moves at speeds greater than 2,000 kilometers per second. That’s very fast but still takes from 15 to 24 hours to cross the distance from the Sun to the Earth. Geomagnetic Storms have another characteristic that we care about—magnetic orientation. If the plasma is northward magnetically oriented, then it will not couple with the Earth’s magnetic field and will, effectively, bounce off. If, on the other hand, the field is southward magnetically oriented, it will couple with the Earth’s magnetic field and deliver its energy to our planet. Now, we’ll know that plasma, that Coronal Mass Ejection, is coming. [::Click::] However, we won’t know the magnetic orientation of the plasma until it arrives at the ACE and DSCOVR spacecraft, which sit one million miles closer to the Sun than the Earth. That will give us only about 15-20 minutes warning of whether or not it’s going to be a bad day. [::Click::] 
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Ionospheric Disturbances – HF Radio Ionizing Radiation &
Upper Atmospheric Expansion

Ionospheric Disturbances - Satellite

Induced Geo-electric Fields

CONUS Arctic

Based on the five phenomena associated with space weather events as identified in the “Space 
Weather Phase 1 Benchmarks” report: Induced geo-electric fields, Ionizing radiation, 
Ionospheric disturbances, Solar radio bursts, and Upper atmospheric expansion + 
Terrestrial line-of-sight radio.

Terrestrial Line-of-Sight RadioSolar Radio Bursts

Day 1 Day 2 Day 3Day 0

Baseline Representation
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Presentation Notes
We’ll use the following six panels to discuss space weather effects and possible operational impacts.  For this scenario, HF radio includes both HF radio frequencies from 3-30 MHz and VHF frequencies from 30-40 MHz.  Informing a PACE plan requires not only looking at what systems may be impacted, but also what systems should still work throughout each phase of the event.  These panels are based on the five phenomena identified in the White House sponsored “Space Weather Phase 1 Benchmarks” report, with the addition of Terrestrial line-of-sight radio to highlight the differences between skywave and space wave communications impacts.  Line-of-sight radio also includes microwave line-of-sight communications. [Next Slide]
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Ionospheric Disturbances – HF Radio Ionizing Radiation &
Upper Atmospheric Expansion

Ionospheric Disturbances - Satellite

Induced Geo-electric Fields

CONUS Arctic

Carrington Scale Solar Flare Radio Blackout (R5 – Extreme) 
arrives with forecasted probability but no operational warning.

Terrestrial Line-of-Sight Radio

Skywave
Groundwave
Relay
Networked
Day side only
Higher freqs impacted 
last and recover first

Solar emissions at radio 
& microwave frequencies 
may “jam” satellites for 
seconds to 15 minutes  

SRB, if present, impacts 
sun facing antennas for 
up to ~20 minutes

Solar Radio Bursts

Day 1 Day 2 Day 3Day 0

06:30 ET – Start (R5 + SRB)
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Presentation Notes
	The NOAA Space Weather Prediction Center has been tracking, and providing information, on a very large, active sunspot group on the Sun for about a week.  Awareness of a possible large-scale event is high, but when, or even if, such an event will occur is unknown.  Our scenario begins with a Carrington-scale solar flare and coronal mass ejection at 6:22 in the morning Eastern Time.  Because it takes 8 minutes for the light from the flare to reach us, we don’t see the flare here at Earth until 6:30 Eastern Time, which for the purposes of our scenario is also sunrise on the East Coast of the United States.  The solar flare produces both an extreme Solar Flare Radio Blackout event, R5 on the NOAA space weather scales, and a solar radio burst.  X-rays increase the electron density in the D region of the ionosphere, absorbing skywave communications from 3-35 MHz, and possibly as high as 40 MHz, on the daylight side of the planet.  Higher frequencies are impacted last and recover first.  Groundwave HF is not impacted.  Station relay may be possible if stations can still communicate with other stations capable of relaying a message to the desired destination.	Networked stations will have a higher probability of success because they can send traffic via non-impacted means, like the internet, to eventually reach their desired destination.	Satellites operate at frequencies above 40 MHz and their signals are not impacted by increased D Region ionization.  However, solar radio and microwave emissions within the line-of-sight of a satellite and receiver, and at the same frequencies that the satellite uses, can cause interference that acts like “natural jamming” for seconds up to 15 minutes.	Because a solar radio burst coincides with sunrise, sun-facing antennas may experience noise sufficient to interfere with communications for up to 20 minutes, while the Sun is within the antenna’s “field of view”.  Antennas facing other directions and omnidirectional antennas should not be impacted.	Terrestrial line-of-sight radio is not effected, and the coronal mass ejection that can produce induced geo-electric fields when it arrives at Earth is still more than 17 hours away. [Next Slide]
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Ionospheric Disturbances – HF Radio Ionospheric Disturbances - Satellite

Induced Geo-electric Fields

CONUS Arctic

Terrestrial Line-of-Sight Radio

Solar Flare Radio Blackout (R5 – Extreme) and arrival of Solar 
Radiation Storm (> S1 – intensity increases over time).

Ionizing Radiation &
Upper Atmospheric Expansion

Interference possible if 
antennas are on a direct 
line of sight with the Sun

 Single Event Upsets
 Dielectric charging 
 Solar panel damage
 Satellite Drag

Solar Radio Bursts

Solar emissions at radio 
& microwave frequencies 
may “jam” satellites for 
seconds to 15 minutes  

06:42 ET – 12 Minutes (R5 + SRB + > S1)
Day 1 Day 2 Day 3Day 0

Skywave
Groundwave
Relay
Networked
Day side only
Higher freqs impacted 
last and recover first
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Presentation Notes
	12 minutes after the R5 Solar Radiation Storm arrives, energetic particles from the Sun begin to arrive with their numbers increasing over time.  In a real event, whether energetic particles arrive depends on the position of the sunspot group when the flare occurs, so real events may or may not have a solar radiation storm component.  In our scenario, it does.  Solar energetic particles in the Artic increase ion density in the E region and above, causing further absorption of HF skywave radio.  This is occurring while the Radio Blackout event is still ongoing.  Solar Radiation Storms can effect HF radio on the nightside of the planet at high latitudes.	Satellite frequencies are not effected by these ionospheric disturbances.  However, solar radio and microwave emissions may still cause satellite interference, and the flood of energetic particles can cause single event upsets on satellites, possibly disrupting satellite operation.  Most such disruptions, if they occur, should be temporary.	As the sun rises above the horizon, solar radio bursts should only effect line-of-sight radio if the transmitter and receiver are on a direct line-of-sight with the Sun.  All other terrestrial line-of-sight radio and microwave, and wireline communications are unaffected. [Next Slide]
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Ionospheric Disturbances – HF Radio Ionospheric Disturbances - Satellite

Induced Geo-electric Fields

CONUS Arctic

Terrestrial Line-of-Sight Radio
Interference possible if 
antennas are on a direct 
line of sight with the Sun

Ionizing Radiation &
Upper Atmospheric Expansion

 Single Event Upsets
 Dielectric charging 
 Solar panel damage
 Satellite Drag

Solar emissions at radio 
microwave frequencies 
may “jam” satellites for 
seconds to 15 minutes  

Solar Radio Bursts

08:30 ET – 2 Hours (R5 + S5)
Day 1 Day 2 Day 3Day 0

Solar Flare Radio Blackout (R5 – Extreme) and 
Solar Radiation Storm (S5 – Extreme).

Skywave
Groundwave
Relay
Networked
Day side only
Higher freqs impacted 
last and recover first
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Presentation Notes
	Two hours after the initial flare, the R5 Radio Blackout Event is still ongoing, and the Solar Radiation Storm has built to an extreme S5 level.  This will further disrupt high-latitude HF communications and increase the probability of single event upsets on satellites.	Again, solar radio bursts should only effect line-of-sight radio if the transmitter and receiver are on a direct line-of-sight with the Sun.  No other impacts to communications at this point. [Next Slide]
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 CONUS HF 
recovers. If UV 
present, may 
enhance F Layer 
ionization.

 Artic HF severely 
impacted from S5

Ionospheric Disturbances - Satellite

Induced Geo-electric Fields

CONUS Arctic

Terrestrial Line-of-Sight Radio
Interference possible if 
antennas are on a direct 
line of sight with the Sun

Ionizing Radiation &
Upper Atmospheric Expansion

Ionospheric Disturbances – HF Radio 

Up to ~ 10% of satellites 
may experience issues, 
most of them temporary

 Single Event Upsets
 Dielectric charging 
 Solar panel damage
 Satellite Drag

Solar Radio Bursts

09:30 ET – 3 Hours (S5)
Day 1 Day 2 Day 3Day 0

Solar Flare Radio Blackout ends.  Solar Radiation Storm (S5 –
Extreme). 33

Presenter
Presentation Notes
	3 hours after the flare erupted, the radio blackout event ends, but the S5-Extreme Solar Radiation Storm continues.  HF communications on most of the daylight side of the planet recovers, but the radiation storm continues to effect high-latitude HF radio on both the day and night side.	Satellite communications remain unaffected by ionospheric disturbances, but satellites may still experience greater numbers of single event upsets.  Additionally, energetic particles can damage space-based solar panels, permanently reducing their energy output, which could be a problem for older satellites if the energy produced from solar panels falls below what the satellite requires to operate.  From all effects, up to approximately 10% of the satellite fleet may experience issues.  Most of these are anticipated to be temporary.	Everything else remains as before. [Next Slide]
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Solar Radio Bursts

Ionospheric Disturbances - Satellite

Induced Geo-electric Fields

CONUS Arctic

Terrestrial Line-of-Sight Radio

Ionizing Radiation &
Upper Atmospheric Expansion

Ionospheric Disturbances – HF Radio 

Up to ~ 10% of satellites 
may experience issues, 
most of them temporary

 Artic HF severely 
impacted from 
S5 absorption  Single Event Upsets

 Dielectric charging 
 Solar panel damage
 Satellite Drag

23:30 ET – 17 Hours (S5)
Day 1 Day 2 Day 3Day 0

Solar Radiation Storm (S5 – Extreme).  Coronal Mass Ejection 
arrives at Lagrange 1 (NASA’s ACE & DSCOVR) – Geoeffective. 34

Presenter
Presentation Notes
	We now fast-forward to 17 hours after the flare.  It is nighttime in the Continental United States.  High-latitude HF and satellites are still effected by the S5-Extreme Solar Radiation Storm.  Other HF communications operate normally, and solar radio bursts do not effect the night side.	The solar plasma that ejected off the Sun with the solar flare—the Coronal Mass Ejection—has finally arrived at NASA’s ACE and DSCOVR spacecraft 1 million miles closer to the Sun than the Earth.  Up until now, we have not known the magnetic orientation of the CME and whether it would be a bad day here on Earth.  Now we get our answer.  ACE and DSCOVR report that the CME’s magnetic field is southward oriented, meaning it will couple with Earth’s magnetic field.  This will produce the greatest effects from the geomagnetic storm that will arrive in just 15 minutes. [Next Slide]
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Solar Radio Bursts

CONUS Arctic

Terrestrial Line-of-Sight Radio

Ionizing Radiation &
Upper Atmospheric Expansion

Ionospheric Disturbances – HF Radio 

Up to ~ 10% of satellites 
may experience issues, 
most of them temporary

 Electron depletion 
at F Layer

 HF enhanced 
equatorward of 
aurora for ~2 hr?

 “Auroral E”
 Artic severely 

impacted from G5 
and S5

Ionospheric Disturbances - Satellite

Undersea 
Cable GIC

Long haul 
copper GIC

Induced Geo-electric Fields

Severe scintillation at lower satellite bands.  
Note: GNSS networks operate at L Band and 
may suffer positioning errors, timing less so.

 Single Event Upsets
 Dielectric charging 
 Solar panel damage
 Satellite Drag

23:45 ET – 17.25 Hours (S5 + G5)
Day 1 Day 2 Day 3Day 0

Geoeffective Geomagnetic Storm arrives (G5 – Extreme) and 
Solar Radiation Storm (S5 – Extreme). 35

Presenter
Presentation Notes
	We are now a little over 17 hours since the flare and the geoeffective coronal mass ejection has arrived at Earth, causing an extreme G5 Geomagnetic Storm.  The extreme Solar Radiation Storm continues.	The Geomagnetic Storm depletes ionization in the F Region.  Because it is night in our scenario, and the other regions of the ionosphere are not present, that means HF communications will likely not be possible in the U.S or at high latitudes.  There is a possibility that a region equatorward of the aurora will experience enhancement of the F Region for up to two hours, and HF may be possible where this sets up.  However, it is not possible, at present, to know where this may occur, so HF operators are encouraged to try.  The Geomagnetic storm may also cause Auroral E, which might allow higher frequency skywave on an east-west path.	Electrojets form in the ionosphere causing severe scintillation at the lower satellite frequency bands.  Scintillation with vary throughout the storm based on geographic latitude and how the storm evolves over time.  Operators are encouraged to regularly attempt communications, and to use different systems and satellites, if available.  It is possible that scintillation in the L-band will cause GNSS position errors, but GNSS timing should be less impacted or not impacted.	Satellites will still be susceptible to single event upsets and solar panel damage from the S5-Extreme Solar Radiation Storm, and will now also be at risk for surface and deep dielectric charging from the G5-Extreme Geomagnetic Storm.  Additional temporary or permanent loss of satellites is possible, though the total loss is theorized to remain around approximately 10%, with most loss of service being temporary.	It is still night in our scenario, so no solar radio bursts will threaten the U.S., and terrestrial line-of-sight radio remains unaffected.	Electrojets produced by the Geomagnetic Storm also induced geo-electric fields in the Earth that can give rise to induced currents in long-distance conductors.  This is the same effect that potentially threatens the electric power grid.  Long-haul copper and undersea cables will experience induced currents.  Impacts, if any, will depend on the protection systems built into cables and connected equipment. [Next Slide]	Positive storming does not always happen, so 2 hour is only possible.  Also possible no effects.  If storm starts in late afternoon, may not see any effects until the next day.  Change HF Radio panel.  Sometimes peak in protons as CME arrives, followed by a “clearing” of particles in aftermath.  Denser stuff required for charging.
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CONUS Arctic
Ionospheric Disturbances – HF Radio Ionospheric Disturbances - Satellite
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Upper atmosphere 
expansion increases 
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below 400 km

 Single Event Upsets
 Dielectric charging 
 Solar panel damage
 Satellite Drag

Scintillation at lower satellite bands possible.  
Note: GNSS networks operate at L Band and 
may suffer positioning errors, timing less so.

Solar Radio Bursts Terrestrial Line-of-Sight Radio

06:30 ET – 24 Hours (S5 + G5)
Day 1 Day 2 Day 3Day 0

Geoeffective Geomagnetic Storm (G5 – Extreme) and 
Solar Radiation Storm (S5 – Extreme). 36

Presenter
Presentation Notes
	24 hours after the initial flare, we are still experiencing a extreme geomagnetic storm and solar radiation storm.  The F Region remains depleted, but sunrise brings a return of the D and E Regions.  In the continental U.S. this may allow lower frequency HF communications even as higher frequency HF remains unusable.  HF will continue to be severely impacted at high-latitudes.	Severe scintillation at the lower satellite frequency bands continues, but the upper limit of this effect will vary as the storm evolves.		The extreme geomagnetic and solar radiation storms continue to impact satellites, as discussed on previous slides.  Now an additional risk arises for low-earth orbit satellites.  After the extreme geomagnetic storm arrives at Earth, heating above the auroral oval expands the atmosphere and within 1.5-3 hours, that expansion reaches the equator.  Atmospheric heating reaches its peak about 9 hours after storm onset, then the atmosphere begins cooling, returning to normal about 23 hours from when the extreme geomagnetic storm arrived.  This atmospheric heating will increase drag on low-earth satellites, particularly those below about 400 km.  Most communications satellites are above 500 km and will experience lesser effects from drag.  The major current and near-future LEO satellite communications constellations may require increased fuel usage for satellite station keeping, but disruption of communications from drag effects is not anticipated.  The greater concern is that atmospheric expansion will change the known orbits of orbital debris, increasing the risk that debris could impact satellites.	With the return of day, solar radio bursts are again possible.  Otherwise, terrestrial line-of-sight communications remains unaffected by space weather.  Of note: If electric power is lost, terrestrial cellular and LOS radio systems would require reliable backup power to continue functioning.	Finally, the risk from induced currents in long-wireline conductors continues. [Next Slide]Zesta, E., & Oliveira, D. M. (2019). Thermospheric heating and cooling times during geomagnetic storms, including extreme events. Geophysical Research Letters, 46, 12,739–12,746. https://doi.org/10.1029/2019GL085120300-700 m/s heating propagates from auroral oval equator-ward.  Both temp and composition change.  Doubling of density at higher up to 1000 km.  In the “cusp” there is direct access to solar wind particles increases density and other effects.
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Solar Radio Bursts

CONUS Arctic
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00:30 ET – 42 Hours (< S5)
Day 1 Day 2 Day 3Day 0

Geomagnetic storm ends.
Solar Radiation Storm diminishes over time. 37

Presenter
Presentation Notes
	In our scenario, it is night once again.  The geomagnetic storm, caused by a fast-moving and extreme coronal mass ejection, has ended after approximately 24 hours.  The Solar Radiation storm diminishes over time.	Ion depletion of the F Region continues in the ionosphere and will continue for another 1-2 days, impacting HF communications.  Energetic particles also continue to influence higher latitudes, which may require an additional 1-2 days to recover.	Scintillation effects end with the passage of the geomagnetic storm.  If satellites are operational, satellite communications and GNSS should be restored.	Energetic particles will also continue to impact satellites, so the risk remains for single event upsets and solar panel damage, though these effects will diminish over time.  The atmosphere returns to normal heights will about 23 hours, so drag effects will end.  However, impact risk from orbital debris will remain until the debris’ new orbits can be plotted and satellite orbits adjusted.	Terrestrial line-of-sight radio systems remain unaffected, and geo-electric fields return to normal.  Where conductive wireline outages did occur, if there is no physical damage, restoration should occur with hours. [Next Slide]Atmosphere recovers 24 hours from onset.  Varies by geographic location.  Effects in longitude are not uniform and storm intensity is very dynamic.  Both latitudinal and longitudinal variations in effects.  Enhanced solar wind will continue causing enhanced charging on satellites “for some time.”
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Terrestrial Line-of-Sight Radio Induced Geo-electric Fields

Atmospheric drag 
changes orbit of 
debris

Increased fuel use for 
station keeping may 
shorten satellite life
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Artic takes 1-2 days longer to recover.
Longer storms may take longer to recover. 38

Presenter
Presentation Notes
3 days after the solar flare is first observed, most communications have recovered.  High-latitudes will require another 1-2 days.  Our scenario used a very fast-moving storm.  Longer storms would require more time to recover.  The threat from orbital debris will remain until the new orbits can be plotted and accounted for.  Additionally, while not an immediate threat to communications, solar panel damage and the increased use of fuel to maintain orbits for low-earth orbit satellites may shorten the satellite’s operational life. [Next Slide]
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The “Great Storm” of 1921 was the 
largest of several storms over a 
period of almost two weeks.

The “Carrington Event” of 1859 
was the second and largest of two 
extreme events.

The “Halloween Storms” of 2003 
saw 17 major flares over roughly 
two weeks.

Extreme Events Can Bring Friends

It takes ~ 2 weeks for a sunspot group 
to traverse the visible disk of the sun. 39

Presenter
Presentation Notes
Our scenario used a single large flare and its effects to make it easier to describe when effects would be felt, how they change over time, and approximately when they might be expected to end.  Real world storms are often more complicated. [::Click::] It takes approximately 2 weeks for a sunspot group to traverse the visible disk of the Sun.  The groups that produce the largest storms are often very active, with multiple eruptive flares during this two week period.  As we discussed previously, the Carrington Event in 1859 was actually the second of two extreme events.  The 1921 Great Storm was the third in an almost two week sequence of solar events.  The Halloween Storms of 2003 similarly saw 17 major flares over a two week period.  A real extreme event will very likely be complicated by the eruption of multiple flares.  This also means that, even if we weathered one major flare, another major flare is still possible until the sunspot group exits the visible face of the Sun. [Next Slide]
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It Takes the Whole Community

40

Presenter
Presentation Notes
Space weather effects do not always lead to operational impacts.  Understanding the space weather environment better informs engineering designs and operational practices.  Engineering and operational observations inform researchers.  It takes all of us, working together, to make communications systems and practices more resilient to space weather effects. [Next Slide]
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Conclusion

41

Research that moves beyond space weather effects and 
includes operational impacts

• On a specific communications technology
• Operated according to a set of procedures
• At a specific geographical location
• At a specific time during an event

Goal
Risk-informed official guidance for resilient communications 
engineering and operations best practices.

Presenter
Presentation Notes
We’ve covered a lot of information.  The good news is that preparations and planning for other hazards can inform our readiness for extreme space weather.  Organizations should have multiple ways to communicate, and train their personnel on their use.  Even though we did not cover power impacts in this presentation, electric power is a critical dependency for communications and the same advice on backup power, fuel sources, and consumables for other hazards applies for space weather.  Communications managers should have a good PACE plan.  Know what systems will work and when they will work.  Many organizations already have emergency or continuity plans.  Update them for space weather.  Finally, research is ongoing.  Our understanding is improving.  Stay informed. [Next Slide]



Mark MacAlester
Communications Liaison

June 17, 2020

Questions

42

Presenter
Presentation Notes
Any questions?
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Email: mark.macalester@hq.dhs.gov

Phone: 719-556-2134
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Presenter
Presentation Notes
Discuss as appropriate.
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