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Chapter 3

File transfer with PB and FTLO

3.1 Introduction

The uniquefile transferprotocolsusedby microsatellitesareanattemptto make optimaluseof an
expensve resourcethesatellitedownlink.

The first digital amateursatellitesusedan adaptationof a terrestrialfile transferprotocol. The
key adaptatiorwasadditionof facilitiesto permitfiles to be transferred—ireitherdirection—wer
several passe®f the satellite. While this worked, it only allowed onegroundstationto accesshe
satelliteat onetime. Othergroundstationscouldhearthedownlink transmissionfrom thesatellite,
but could not make useof them.

The solutionwas a broadcastprotocol The assumptionpasedon experiencewith early digital
satellitesandterrestrialnetworks, wasthatfiles were of generalinterest. By broadcastin@ single
copy of afile to all interestedyroundstations systemthroughputandefficiengy couldbedrastically
increased.

Thebroadcasprotocolmaybecharacterizedsaselectve requestepeaprotocol. Thisis aprotocol
wheregroundstationdnitiate afile transferandthenrequestetransmissionf needegortionsuntil
thefile is complete. The broadcasprotocolalso permitsreceve-only operation,wherea passie
stationmayreceve files by merelylisteningto broadcast#itiated by others.

The satelliteenvironmentfacilitatesusing differentfrequenciesin differentamateurradio bands,
for communicationbetweergroundstationsandthe satellites.This eliminateschannekontention,
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amajorconsumenf channektapacityin terrestriaihetworks: terrestrialstationghatwishto transfer
files mustsharethe channelwith thefiles themseles.

Thischaptemwill discusghebroadcasprotocolsin detail,examiningtheinteractionrbetweerground
stationsandsatellites.

3.2 Terminology

The PACSAT BroadcasProtocol,PB, is the protocolusedfor downloadson currentsatellites.File
TransferLevel 0, FTLO, wasoncethe protocolfor uploadsanddownloads but is now only usedfor
uploads.

In all discussion®f the PACSAT broadcasfprotocol times are storedas 32 bit Unix times, the
numberof secondssince0000UTC 1 Januaryl1970. All multi-byte quantitiesare storedleast-
significantbytefirst, “little-endian” byte order asusedby Intel microprocessors.

3.3 Downloading files with PB

The PACSAT Broadcasiprotocolis the protocolcurrentlyin usefor file transferon the amateur
satellitedistedin Table3.1(1).

Table3.1: AmateursatellitesusingPB

Satellite Downlink

AO-16 1200baudBPSK

UO-22 9600baudMSK

KO-23 9600baudMSK

KO-25 9600baudMSK

TO-31 9600baudMSK

UO-36 9600and38400baudMSK
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3.3.1 PACSAT File system

In orderto supportalargenumberof userswith potentiallydisparateomputeisystemsthesatellites
usetheir own PACSA file system This is a very simple flat numberedfile system. Thereis a

singledirectoryandthefiles areidentifiedby a serialnumber assignedy thefile sener at upload.

This has proven adequatdn experience,and is simple to implementwith the limited computer
resourcesvailableonthesatellites By addingadditionalinformationto files (PACSAT file headers,
Section3.3.2)it is possiblefor groundstationsto selecffiles of interestfor download.

3.3.2 PACSAT file headers

To facilitate processindyy both the satelliteandgroundstations files have additionalinformation
addedat creationtime: the PACSA file header

The PACSAT file headerprovides information aboutthe file: whenit was uploaded,by whom,
the type of datait contains,whenit shouldbe automaticallydeleted,and so forth. The header
informationis storedas a seriesof keys andvaluesat the beginning of the file, beforethe user
information. Whena file is uploadecdthis informationis addedby the uploadingsoftware. When
thefile is downloadedthis informationis removed beforemakingthefile availableto theuser

The PACSAT file headetbeaginswith aspecialmarker Oxaa55. It endswith anitem whoseheader
ID andlengthare0, producingthebit patternOx000000. In all headertemstheidentificationcode
is a 16 bit integer, andthe lengthis an 8 bit unsignednteger The headeilitemslistedin Table3.2
aremandatory(2).

A samplePACSAT file heademwasobtainedfrom AO-16,illustratedin Figure3.1anddecodedn

Table 3.3. Thefile is a satellitecallsignlog file generatecbn 8 Decemberl999. Note that this

PACSAT file headeroesnot conformto the PACSAT file headerdocumentatior{3), which states
thatheadeiitemsmustbe providedin ascendinghumericorder Thepositionof item0x12, Upload
Time (originally optional,now mandatory)yiolatesthis aspecbf the standard.



CHAPTERS3. FILE TRANSFERWITH PBAND FTLO

Table3.2: MandatoryPACSAT file headeiitems

Code Length Description

0x01 4 File number

0x02 8 Text file name

0x03 3 Text file extension

0x04 4 File sizein bytes

0x05 4 File creationtime

0x06 4 Lastmodificationtime

0x07 1 Setif aSingle-EventUpsethasoccurredn thefile

0x08 1 Type of datastoredin thefile

0x09 2 Body checksum16-bit XOR of all bytesin thefile body
Ox0a 2 Headerchecksum16-bit XOR of all bytesin thefile header
0x0b 2 Locationof userdatain thefile

52 48 00 4e 38 58 4b 5a 00 00 56 45 33 42 43 47
00 57 42 38 48 52 4f 00 57 30 53 4c 00 00 00 4b

Figure3.1: SamplePACSAT file header
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Table3.3: DecodedPACSAT file header

Raw value Description Engineering units

Oxaab55 Heademarker

0x0001 04 000021e0 File number

0x0002 08 434c¢393931323038 Filename “CL991208"

0x0003 03 202020 File extension “r

0x0004 04 00000be4 File size 3028bytes

0x0005 04 384db0d5 Creationtime 031357UTC 8 Decembel999
0x0006 04 384db0d6 Lastmodificationtime 031358UTC 8 Decembel999
0x0012 04 384db0d5 Uploadtime 031358UTC 8 December1 999
0x0007 01 00 SEUflag Nonedetected

0x0008 01 d9 File type 217 (callsignlog)

0x0009 02 99d4 Body checksum

0x000a 02 0db6 Headerchecksum

0x000b 02 0050 Body offset 80bytes

0x000000 Endmarker
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Table3.4: PACSAT broadcasprotocolframeheader

Item Length Description

Flags 1 SeeTable3.5.

File number 4 PACSAT file number

Offset 4 Locationof first informationbyte
Timeold 4 Seetext

Time nev 4 Seetext

3.3.3 Broadcasts

The basicunit of communicatiorbetweenthe satelliteandgroundstationsis the broadcastframe
The satellitebroadcasts$o all groundstationswithin its footprint, and stationsmay useor ignore
whatthey hearattheir discretion.Theinformationthe satellitebroadcastss in responséo requests
transmittecby groundstations.The satellitebroadcastseveral kinds of information,which will be
examinedin turn.

3.3.4 Directory broadcasts

Thefirst kind of broadcasfrom the satelliteis a directorybroadcast This informsgroundstations
whatfiles areavailablefor download. A directorybroadcas{4) consistof aframeheadefollowed
by a PACSAT file header(Section3.3.2). 1t is transmittecasan AX.25 Ul frame(Section2.2) with

aprotocolid of 0xbd andadestinatioraddressf QST- 1.1

The frameheadercontainsthe informationdescribedn Table3.4. The flagsfield containsseveral
bit fields, asdescribedn Table3.5. Thetime old andtime new fields identify possibledifferent
versionsof thefile. Giventhe uploadtime for thefile, thereareno otherfiles otherthanthe one
specifiedby this particularfile numberwith timeold < uploadtime < timenew.

Theoffsetfield maynot have beenimplementedn theimplementationstudied:this valuewaszero
in every directorybroadcasteceved.

A sampledirectorybroadcaswasrecordedrom AO-16.Theraw dataarepresentedn Figure3.2,
andaredecodedn Table3.6. After theheadeinformationwe notetheOxaa55 bit patterndenoting
thebeaginningof a PACSAT file header
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Table3.5: PACSAT broadcasflagsfield

Bits Description

0
2

~N o O

—1 Frametype.00 is aPFHbroadcasframe.All othersresered.

—3 Versionidentifier Currentlyalways00.
Alwayszero:sener generatedrame.
Setif thelastbyte of theframeis thelastbyte of the PFH.
Setif thisis thenewestfile onthesener.

Resered.

20 67 AE 00 00 00 00 00 OO0 EO 7E 3C 38 EE CF 3D
38 AA 55 01 00 04 67 AE 00 00 02 00 08 42 4C 39
39 31 31 32 34 03 00 03 20 20 20 04 00 04 EO 06
00 00 05 00 04 49 2D 3B 38 06 00 04 E1 7E 3C 38
12 00 04 EO 7E 3C 38 07 00 01 00 08 00 01 CA 09
00 02 FB 44 OA 00 02 84 0C OB 00 02 50 00 00 00

Figure3.2: SamplePACSAT directorybroadcast

Table3.6: DecodedPACSAT directorybroadcast

Item Raw value Engineering units
Flags 0x20 SeeTable3.7

File number 0x0000ae67

Offset 0x00000000 Notimplemented?

Timeold 0x383c7eel
Time new 0x383dcf ee

001216UTC 25 November1999
001022UTC 26 November1999
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Table3.7: DecodedPACSAT broadcastlagsfield

Bits Description Engineering units
00 Frametype PFHbroadcasframe
00 Versionidentifier 0
0 Frameorigin Sener generatedrame
1 Lastbytein PFH? Yes
0  Newestfile onsener? No
0 Resered

Theflagsvaluein Table3.6 decodego theinformationshavn in Table3.7.

3.3.5 File broadcasts

Whena groundstationrequestsa file for downloadit is transmittedn a seriesof file broadcasts
Theseconsistof a seriesof piecesof thefile, with controlinformationsothatgroundstationsmay
reassembléhem. Like all broadcastén the protocol,thesetransmissionsnay be receved by ary
interestedyroundstation—e&en a passie onethatmakesno requestatall.

File broadcastareaddressetb QST- 1, anduseAX.25 protocolOxbb.

A file broadcaspaclet hasminimal controlinformation,followed by thefile data. The elementf
afile broadcaspaclet arelistedin Table3.8. A numberof optionsaredefinedfor the Flagsfield,
but the only oneusedin presenimplementationss the bit specifyingthe piecelocationwithin the
file by bytecount,ratherthanby block count. The Flagsfield wasthusalways0x02 in all receved
paclets.

Samplepacletswere obtainedfrom AO-16broadcastsFigure 3.3 illustratesthe broadcasof the
first pieceof afile, andit is decodedn Table3.9. Note thatthe first bytesfollowing the broadcast
headerareOxaab5, the PACSAT file header Figure 3.4 illustratesthe broadcasbf a piecefrom
theinterior of afile, andit is decodedn Table3.10.

1QSTis asignalusedin theamateuradioservicefor informationof interestto all radioamateurs.
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Table3.8: Dataelementsn afile broadcaspaclet

Item Length Description

Flags 1 Bit field. AlwaysO0x02.

Fileid 4 PACSAT file number

File type 1 PACSAT file type

Offset 2 Offsetof this piecein thefile: low-order16 bits
OffsetMSB 1 High-order8 bits of offset

Figure3.3: SamplePACSAT file broadcastbeginningof file

Table3.9: Decodedile broadcaspaclet: beginningof file

Item Raw data Engineering units
Flags 0x02

File id 0x0000ae7e

File type 0xc9 201 (activity log)
Offset 0x0000 File offsetO

OffsetMSB  0x00 (first piece)
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DF 41 38
00 00 62
00 00 00
38 C2 8E
38 C2 8E
62 OA 00
00 00 00
8E 03 43
8E 00 8A
00 00 04
00 00 00
43 58 36
8A AC 00
04 15 81
00 00 00
00 00 9C

Cl 8E
0A 00
00 00
03 43
00 8A
00 04
00 00
58 36
AC 00
15 5C
00 00
44 44
00 00
EO 41
00 00
48

Figure3.4: SamplePACSAT file broadcastfile interior

Table3.10: Decodedile broadcaspaclet: file interior

Item Raw data Engineering units
Flags 0x02

Fileid 0x0000ae7e

File type 0xc9 201 (activity log)
Offset 0x01e8 File offset488

OffsetMSB 0x00
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Table3.11: Destinationcallsignusagein PB

Callsign Meaning

BBSTAT Generaktatusinformation.

PBLI ST Unlistedcallsareinvited to make requests.
PBFULL Queuefull: donottransmit.

PBSHUT Satelliteclosed.

3.3.6 Status transmissions

Satellitesbroadcasstatusinformationso that groundstationsmay decidewhento dowvnloadfiles.
The contentandmeaningof statusmessages documentecspartof the broadcasprotocol.

Statusbroadcastsdviseif the satelliteis availablefor file transfers.They adviseif the broadcast
qgueusis full or empty andif it is notfull, whois in it. They alsoadvisewho is usingthe satellite
uplink frequenciesparticularly importantif the satellitehasmore than one uplink recever. All
thesetransmissionsire AX.25 Ul frames,addressedb differentdestinationcallsignsfor different
broadcasftunctions,assummarizedn Table3.11. The statusbroadcastsre human-readablegut
aretypically interpretedoy groundstatiorsoftware.

Thefirst statusmessage groundstationmustreceve is the satellitestatus. This adviseshat the
satelliteis openfor business:

Open ABCD:

The codeABCD shaws thatthe satellité¢ hasfour uplink frequenciesandthatnoneof themarein
use.To assisigroundstationsin selectinguplink frequenciesthe satelliteadvisesvhich frequenyg
agroundstationis usingfor FTLO file transfers:

Open A CD: NOALJ

Oncethe Open messagdasbeenreceved a groundstationmay transmita requesto the satellite.
Thesatelliteacknavledgesthe requestwvith the only non-broadcasnessagén theprotocol:

2Theexampleis basecbn datareceived from AO-16.
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K VA3SFL

If the satellitecannoffulfil therequesit issuesanerrormessagnstead:

NO -2 VA3SFL

A commonerroris arequesfor a non-istentfile. The broadcasgueuemaybefull.

While file transfersare in progressthe satellite advisesground stationsof the broadcastst has
prepared.The formatis a list of the callsignsfor which a broadcasts queued.The\ D notation
indicatesa directorybroadcastor the station:

PB: NOALJ N5ZNL VA3SFL\D WASM D
PB: WASM N5ZNL VA3SFL

If thebroadcastjueueis emptythe satelliteadviseggroundstationsof thefact:

PB: Enpty

Thesatellitemaybe closedfor uploads:

Shut: ABCD

An additionalusefultransmissions the B: message:

B: 1691718618

This is a running countof bytestransmittedby the spacecraffile sener. While it is not possible
to evaluatebit errorrateunderAX.25, it is still possibleto comparehe valuesin the B: message
to the byte countreceved by the groundstationandthusevaluatelink quality. WiSP presentghis
informationasa percentagefficiency.
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Table3.12: File fill requesformat

Component Item Size
Header flags 1 byte
file id 4 bytes

blocksize 2 bytes

Hole list offset 2 bytes
(repeatedhsnecessary) offsetmsb 1 byte
length 2 bytes

Table3.13: File fill requestlagsformat

Bit number Item

0-1 00: startsendingfile
01: framecontainsa holelist
2-3 Version,currently00
4 Resered, mustbe 1l
5-7 Resered, mustbe000

3.3.7 Fill requests

Groundstationstransmitfill requestgo advisethe satelliteof their wishes. A groundstationmay
requestfile fill or adirectoryfill. Theformatsfor bothrequestsarethesame.

A stationthatwishesto malke a requesibf the sener transmitsthe requestasan AX.25 Ul frame,
usingprotocolid Oxbb for file requestand0xbd for directoryrequeststhe sameasthe broadcast
messageBom the satellite. Theformatof afile fill requesis illustratedin Table3.12. The format
of adirectoryfill requesis illustratedin Table3.14.Notethesimilarity of thetwo formats.

Theblock sizeparameteis fixedat 244 bytes resultingin atotal AX.25 framelengthof 255bytes,
the maximumlengththat currentsatellite AX.25 implementationg€anhandle. The holelist is the
gapsin thefile thatthe groundstationwishesto fill.

Theflagsfield in afile fill requesframeis definedin Table3.13.
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Table3.14: Directoryfill requesformat

Component Item Size
Header flags 1 byte
file id 4 bytes
blocksize 2 bytes
Holelist starttime 4 bytes
(repeatedsnecessary) endtime 4 bytes

Table3.15: Directoryfill requesftlagsformat

Bit number Item

0-1 00: Directoryfill request

2-3 Version,currently00

4 always1 indicatingaclient-generateframe
5-7 Resered, mustbe 000

In the caseof a directoryfill the “holes” are time intervals in which the ground stationhasno
informationonfiles.

Theflagsfield in adirectoryfill requesframeis definedin Table3.15.

3.3.8 An example download sequence

To illustrate how the different componentof the PACSAT broadcasprotocolinteract,hereis a
sampledowvnloadsequencefrom initial acquisitionof the satelliteto thefile beingcompleteatthe
groundstation.

In this samplethe groundstationusesthe callsign VA3SFL, while the satellitecallsignis MST-
SAT. Thesatellitebroadcastallsignis by conventionMSTSAT- 11, while the BBS (Bulletin Board
System—aholdover from early satellites)callsignis thenMSTSAT- 12. By corvention,theground
stationSSIDis 0, resultingin VA3SFL- 0 asthe completegroundstationcallsign.
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Thegroundstationis initially idle. It waitsfor a statusndicationfrom the satellite.
Thegroundstationrecevesa message:
FromMSTSAT- 12 to BBSTAT-0,“Qpen:  AB:”

Thesatelliteis now available,andthe groundstationwill now typically requestdirectoryfill. The
satelliteacknavledgestherequest:

FromMSTSAT- 11 to VA3SFL- 0, “OK VA3SFL".

Thefile sener addsa directorybroadcasto the broadcastjueue andaddsthe informationto the
broadcasimessage:

FromMSTSAT- 11 to PBLI ST- 0,“PB: VA3SFL\ D"
The PB messagés likely to containthe callsignsof otherstationsaccessinghe satellite.

Thegroundstationrecevesthedirectoryupdate appliesdownloadrules(or actson humaninstruc-
tions) andstartsto dovnloadfile A123. It issuesarequesftor the satelliteto starttransmittingthe
file, which causeghe satelliteto issueanacknaviedgement:

FromMSTSAT- 11 to VA3SFL- 0,“OK: VA3SFL".

The satellitethenqueueghe broadcasof thefirst pieceof thefile andupdateghe broadcastnes-
sage:

FromMSTSAT- 11 to PBLI ST-0,“PB:  VA3SFL".

Again,otherstationamaybein thebroadcastjueue.Thesatellitewill proceedo broadcasinforma-
tion queuedn responséo requestdy othergroundstations.The groundstationwill receve these
transmissionandaddthemto its own files.

Whenthe broadcastequests at the headof the queuethe satellitetransmitsa pieceof thefile as
seseralframes,eachfrom MSTSAT- 11 to QST- 0. Othergroundstationsin the satellites footprint
receve the piecesof thefile.

The groundstationnotesfrom the PACSAT file headerthat the file is of length 2048 bytesand
resenes storageaccordingly After its turnin the broadcastjueuehasexpired it notesthatit has
receved bytes1 to 512and1024to 1512. The groundstationissuesa fill requesffor file A123,
bytes513to 1023,and1513to 2048. The satellitedoesnt hearthe requestddueto anotherstation
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issuingarequeshatthesameime. Thegroundstationtimesoutandrepeatsherequest.Thesatellite
responds:

FromMSTSAT- 11 to VA3SFL- 0, “OK: VA3SFL".

The satellitethenaddsa broadcasbf the piecesof file A123 to the broadcasjueue andupdates
thebroadcastjueuemessage:

FromMSTSAT- 11 to PBLI ST-0,“PB:  VA3SFL".

Whenthebroadcasteachesheheadof the queuethe satellitebroadcasttherequestegieces.The
groundstationnotesthatthefile is now complete sasesit for further processingandmovesonto
thenext file of interest.

Notethatthis exchanges public. A receve-only stationcould have learnedof thefile andreceved
it by merelylisteningto themessageom MSTSAT- 11 to QST- 0.

3.4 Uploading files with FTLO

While FTLO is obsoletdor downloadingfiles, it is still thecurrentprotocolfor uploadingfiles. This
sectionwill thusonly discusghe useof FTLO for uploads.

Unlike PB, which usesAX.25 Ul paclets, FTLO usesAX.25 in connectednode. Therearethus
proceduregor loggingin, loggingout, andthe notionof asessionFTLO itself is simple,but it uses
thefacilities of a complex underlyingprotocol. Thisis conceptuallysimilar to the FTP protocolin

the TCP/IPprotocolsuite.

3.4.1 Packet format

FTLO definesa standardormat for paclets. They consistof a commandcode,a datalength,and
data,asapplicablejn theformatdescribedn Tables3.16and3.17. Theoriginal FTLO specification
documentpaclettypesrelatingto downloadingfiles, but theseareobsoleteandarenotdocumented
here.
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3.6 Notes and references

1. Source:AMSAT News Service. List currentasof Decemberl999. UO-36wasstill under
goingtestingandon-orbitcheclout.
Internet: http://ww. ansat. or g/ ansat / news/ ans. ht ni

2. J.WardandH. Price,"PACSAT File HeadeDefinition”, papemresentect ARRL 9th Com-
puterNetworking Conferencel 990.
Internet: ftp://ftp.ansat. org/ansat/satinfo/ pacsat/pacdoc. zip

3. J. Ward and H. Price, “Regular Broadcastingof PACSAT File Headers”,presentedat the
ARRL 9th ComputerNetworking Conferencel 990. Despitethetitle, thisis the documenta-
tion for the broadcasprotocolin its presenform.

Internet: ftp://ftp.ansat. org/ ansat/satinfo/ pacsat/pacdoc. zi p



