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Figure2.1: Thelayersof asatellitecommunicationsystem

2.2 AX.25

Amateurdigital communications,includingamateursatellitecommunications,usetheAX.25 pro-

tocol. This is a derivative of the standardX.25 protocol,with enhancementsandadaptationsfor

amateurradiouse.As documentedin its referencemanual(1), AX.25 definesa vastprotocolwith

sophisticatedflow control andelaboratefacilities for creatingandmanagingconnections.Ama-

teursatellitecommunicationsusevery little of this: with oneexceptionthey useonetypeof AX.25

packet, theUI (UnnumberedInformation)packet,with all connectionmanagementandflow control

handledby higher-level protocols.This resultsin exceptionallysimpleimplementations:aspartof

this researchthenecessarysubsetof AX.25 wasimplementedin a few hoursin Microsoft Visual

Basic.

The exceptionto the useof UI framesis the FTL0 protocol for uploadingfiles, which usesthe

connected-modefacilitiesof AX.25. FTL0 is discussedin Section3.4.

AX.25 transmissionsareorganizedin frames, whereeachframe is an individual datagram.The

layout of an AX.25 information frame (thereareother kinds, but they arenot usedin PACSAT

communications)is shown in Figure2.2.

Address FCSProtocolControl Information

Figure2.2: AX.25 informationframelayout

Theencodingof eachfield will bediscussedin turn.
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Table2.1: Exampleof AX.25 addressencoding

Character Hex value Shifted hex value

V 0x56 0xac

A 0x41 0x82

3 0x33 0x66

S 0x53 0xa6

F 0x46 0x8c

L 0x4c 0x98

0 0x00 0x60

U 0x55 0xaa

O 0x41 0x82

S 0x53 0xa6

A 0x41 0x82

T 0x54 0xa8

5 0x35 0x6a

11 0x0b 0x6c

The Addressfield specifiesthe origin anddestinationof the message.Addressesareencodedin

ASCII, shiftedonebit over to allow theleast-significantbit to providecontrolinformation—itis set

to oneon thelastbyteof thelastcallsignin thefield.

An exampleof addressencodingfor apacketsentfrom UOSAT5-11 to VA3SFL-0 is presentedin

Table2.1. Theencodingof theSSID(SecondaryStationIDentifier) is illustratedin Table2.2. The

addressextensionbit is adaptedfrom HDLC (Section2.3): it is 0 if therearemoreaddressesin the

frame,and1 if theaddressis thelastin theframe.

TheAX.25 SSIDperformsthesamefunctionasportsunderTCP, permittingasinglestationto have

multiple presenceson thenetwork, possiblywith differentfunctions.

The Control field, onebyte, is always0x03 in the UI framesthat constitutethe vastmajority of

satellitetraffic.

The Protocol field, morecorrectly, the ProtocolID field, is onebyte in lengthandspecifiesif a

higher-level protocolis in use. In PACSAT communicationsthevalueis almostinvariably 0xf0 ,

meaningthatno higher-level protocolis in use.
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Table2.2: AX.25 SSIDencoding

Bit number Item

7 Command,always0

6–5 Reserved,always11

4–1 NumericSSID

0 HDLC addressextensionbit

TheInformationfield containswhatever datatheapplicationwishesto send.

TheFCS(FrameCheckSequence),alsocalledtheCRC(Cyclic Redundancy Check),providesa

16 bit checksumto maintaindataintegrity. The checksumcalculationsarebasedon the CCITT

standardpolynomial ���������	��

������

����������� . The fadingnatureof the channelbetweenthe

spacecraftandthegroundstationproduceserrorsin bursts,andtheperformanceof this andsimilar

codeshasbeenanalyzedextensively (2) in suchan environment. The codeusedby AX.25 can

detectall errorburstsof length16 or less,99.997%of all errorburstsof length17, and99.9985%

of all errorburstsof lengthgreaterthan17.

2.3 HDLC

Like AX.25, HDLC (High-Level Datalink Control) definesan elaborateprotocol. For satellite

AX.25 purposesHDLC merelydefinesa line code(3). A line codealtersthedatastreamin orderto

betteradaptit to thetransmissionmedium.In thepresentcaseHDLC providesthreefunctions:

• NRZI differentialencoding

• Bit stuffing

• Framedelimiting

HDLC is a stream-orientedprotocol, and thereis no notion of groupingindividual bits to form

bytes.In thediscussionof HDLC theterm“octet” will beusedonly asagroupingof 8 bits,with no

implicationthatthegroupingis significantto ahigher-level protocol.
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2.3.1 NRZI differential encoding

NRZI (Non-Return to Zero Inverted)encodingprovides differential encodingof the bit stream

that is to be transmitted.Differentialencodingencodesdatain the differencebetweensuccessive

bits, ratherthanin the bits themselves. This is a conveniencein someof the modulationformats

usedin satelliteoperations,like MSK (Section2.5.4),but is mandatoryin otherformatslike BPSK

(Section2.5.3).

In NRZI encodinga zerobit is transmittedby a changein theoutput,while a onebit is transmitted

by no changein the output. This is illustratedin Figure2.3. Note that the absolutevalueof the

outputis irrelevant: it is only changesthatconvey information.Thetwo possibleoutputwaveforms

arethusequivalent.
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Figure2.3: NRZI encoding

2.3.2 Bit stuffing

A weaknessof NRZI over radio channelsis that if thereare too many one bits in a row, a DC

componentwill be necessaryfor transmission—insystemswhosebandwidthdoesnot (andoften

cannot)extendto DC. Additionally, recoveringthetiming of individual bits—easyfor zerobitsun-

derNRZI—canbecomeunreliablewhenanextendedseriesof onebits is transmitted.Thesolution

adoptedby HDLC andotherstream-orienteddatatransmissionschemeslikeUSB(4) is bit stuffing:

if too many bits of onekind appearin a row, inserta bit of the otherkind on transmission,and

remove it on reception.This is illustratedin Figure2.4.

UnderHDLC only five consecutive onebits may occur in outgoingdata. Shoulda sixth onebit

occur, azerois insertedon transmissionandremovedon reception.
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Input bit stream

Output waveform

Output bit stream

1 0 1 1 1 1 1 1 1 1 0

01 0 1 1 1 1 1 1 1 1 0

Zero inserted

Figure2.4: HDLC bit stuffing

2.3.3 Frame delimiting

HDLC indicatesthe beginning andendof a framewith a bit patternthat is not permittedin user

data:theoctet0x7e , with theotherwise-forbiddenbit pattern01111110 , which is not subjectto

bit-stuffing. By conventionanidle HDLC channelsendsconsecutive framecharacters,asillustrated

in Figure2.5.

0 1 1 1 1 1 1 00 1 1 1 1 1 1 0

0x7e0x7eHex data

Bit stream

Output waveform

Figure2.5: Bit patternsandwaveformson anidle HDLC channel

2.3.4 Polynomial scrambling

While notpartof HDLC—it is, typically, amodemfunction—theapplicationof polynomialscram-

bling to transmitteddatais closelyrelatedto thefunctionsprovidedby HDLC.

Theprocessof scramblingthedataenhancesits transmissionin severalways:

• An increaseddensityof transitionsfurthereasestiming recovery.

• An increaseddensityof transitionsfurtherreducesthelow frequency bandwidthrequirements

of thesystem.

• Thepseudo-randomnatureof thescrambleddatarendersthetransmittedspectrumnoise-like,

with nospectrallinesthatcouldinterferewith otherservicesin sharedspectrumallocations.
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Thestandard9600baudanalogueMSK modemwasdesignedby Miller in the1980s(5) anduses

polynomialscrambling. Miller’ s design,often referredto by his amateurradio callsignG3RUH,

usesthescramblingpolynomial ����� 

� ��� 
�� , whereeachoutputbit is computedfrom thecurrent

bit andthebits transmitted12 and17 bitsago,asillustratedin Figures2.6and2.7.
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Figure2.6: Polynomialscramblerin theG3RUH modem
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Figure2.7: Polynomialdescramblerin theG3RUH modem

The original implementationwasbuilt with discretelogic shift registersandexclusive-OR gates.

Modernimplementationsuseprogrammablelogic (6), or performtheseoperationsin software(7).

The scrambleranddescramblerarecloselyrelated: thescramblerdividesthe bit sequenceby the

polynomial,while thedescramblermultipliesby thesamepolynomial. In theoryeithercircuit can

serveasthescramblerwith theotherasthedescrambler, but in practicethefeedbackdivisioncircuit

is only usedin the scrambler, becauseif it wasusedin the descrambleran erroneousreceived bit

could circulateindefinitely. The circuit in Figure2.7 will thusonly output threecorruptbits on

receptionof asingleerronoeusbit. This is acceptablein theAX.25 environmentwherepacketsare,

in any case,rejectedfor asingledetectedbit error.

2.4 KISS

KISS (KeepIt Simple,Stupid) is ameansof encapsulatingAX.25 datagramsfor transmissionover

seriallines. It wasdevisedasaninterim meansfor implementingnew protocolsin amateurdigital

radiosystems(8).
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Table2.3: KISS commandfunctions

Hex value Function

0x00 Data frame

0x01 Transmitter keying delay

0x02 Persistence

0x03 Slot interval

0x05 Full duplex

0xff Exit KISS mode

When radio amateursfirst startedexperimentingwith packet radio the available computershad

limited capabilityandwerenot ableto implementtheAX.25 protocolsin their own software. The

solutionwasa separate,dedicatedexternaldevice calledtheTNC (TerminalNodeController)that

includedprotocolandmodemfunctionality.

This approachworked, but it was inflexible: sincethe protocolwasfixed in the TNC firmware,

it wasimpossibleto experimentwith differentprotocols.Thesolutionwasto bypasstheprotocol

functionsof theTNCandonlyusethemodem.Theprotocoldevisedtocommunicatebetweenmore-

powerful host computersand the TNC, with much of its functionality now disabled,wasKISS.

Many modernimplementationscarry this progressionfurther andperformall their processingin

software,requiringlittle morethanasufficiently powerful hostcomputerwith asoundcard.

KISS wasmodelledon theTCP/IPstandardSLIP(9), with enhancementsfor amateurradiouse.

A frame transmittedby KISS is a completeAX.25 frame(Figure 2.8) without the checksumor

HDLC encoding.On transmissiontheTNC will computetheCRCandperformHDLC encoding.

On receptionit is the taskof the TNC to remove the HDLC encodingandvalidatethechecksum

beforemakingtheframeavailableto thehost.

AX.25 datagram FrameFrame CMD

Figure2.8: Thelayoutof a KISSframe

The KISS commandfunctionbyte is provided so that the hostcomputermay give instructionsto

theTNC. Thestandardson this areloose,but theminimal requirementsin thestandardarelisted

in Table2.3.Only thebold face commandsarerelevantto satelliteoperations;theothersconfigure

thesystemfor terrestrialoperation.
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Table2.4: KISScharacterusage

Function Hex value Mnemonic

Frameend 0xc0 FEND

Frameescape 0xdb FESC

Transposedframeend 0xdc TFEND

Transposedframeescape 0xdd TFESC

KISS reservesseveral charactersfor its own purposes(Table2.4). Key is the frameendcharacter

FEND, which delimits frames. Shouldthe bit patterncorrespondingto FENDoccur in datait is

replacedby thecombinationof theframeescapecharacterFESC, followedby thetransposedframe

endcharacterTFEND. Similarly, shouldFESCoccurin thedata,it is replacedby thecombination

of FESCfollowedby thetransposedframeescapecharacterTFESC.

A programthat wishesto receive andprocessKISS transmissionsmust thus initially wait for an

FENDcharacter. If the following characteris anything other thanan FENDcharacterit begins to

accumulatea frame; otherwise,it ignoresconsecutive FENDs until a framebegins. The program

handlesthecommandfunctioncodeasnecessaryandthenproceedsto accumulatecharactersuntil

theframeis complete,assignalledby asecondFEND. During thisprocessingit mustrecognizeand

processescapesequences.Theframeis now complete:thechecksumis validatedandtheframeis

handedto thehostfor processing.

This typeof “multi-mode” processingis routinely implementedwith a finite statemachine, which

switchesprocessingmodesto follow the protocol. The finite statemachineusedfor processing

KISS framesis illustratedin Figure2.9. Severalof theprogramsdescribedin AppendixC usethis

statemachine,implementedin a routinecalledProtocol() .

2.5 Modems & Modulation

The function of a modem, short for modulator-demodulator, is to convert digital signalsinto an

analogueform thatmaybetransmittedoveracommunicationschannel:in thiscase,aradiosystem.

The featurethat drivesmany modemdesignsandimplementationsis bandwidth,andthis will be

discussedin somedetail.Severalmodulationschemespresentlyin useon amateursatelliteswill be

discussedandtheir featureswill becompared.
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