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Figure2.1: Thelayersof a satellitecommunicatiorsystem

2.2 AX.25

Amateurdigital communicationsincluding amateurisatellitecommunicationsisethe AX.25 pro-
tocol. This is a derwvative of the standardX.25 protocol, with enhancementand adaptationgor
amateuradiouse.As documentedn its referencananual(1), AX.25 definesa vastprotocolwith
sophisticatedlow control and elaboratefacilities for creatingand managingconnections.Ama-
teursatellitecommunicationsisevery little of this: with oneexceptionthey useonetypeof AX.25
paclet,theUl (Unnumberednformation)paclet, with all connectiormanagemerdandflow control
handledby higherlevel protocols.This resultsin exceptionallysimpleimplementationsaspartof
this researctthe necessargubsenf AX.25 wasimplementedn a few hoursin Microsoft Visual
Basic.

The exceptionto the useof Ul framesis the FTLO protocol for uploadingfiles, which usesthe
connected-modfacilitiesof AX.25. FTLO is discussedn Section3.4.

AX.25 transmissiongre organizedin frames whereeachframeis an individual datagram.The
layout of an AX.25 information frame (thereare otherkinds, but they are not usedin PACSAT
communicationsis shavn in Figure2.2.

‘ Address ‘Control‘ Protocol ‘ Information ‘ FCS ‘

Figure2.2: AX.25 informationframelayout

Theencodingof eachfield will bediscussedn turn.
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Table2.1: Exampleof AX.25 addresencoding

Character Hexvalue Shifted hex value

\Y 0x56 Oxac
A 0x41 0x82
3 0x33 0x66
S 0x53 Oxa6
F 0x46 0x8c
L Ox4c 0x98
0 0x00 0x60
U 0x55 Oxaa
O 0x41 0x82
S 0x53 Oxab
A 0x41 0x82
T 0x54 Oxa8
5 0x35 Ox6a
11 0x0b 0Ox6¢

The Addressfield specifiesthe origin and destinationof the message Addressesre encodedn
ASCII, shiftedonebit overto allow theleast-significanbit to provide controlinformation—itis set
to oneonthelastbyte of thelastcallsignin thefield.

An exampleof addres&ncodingfor apaclet sentfrom UOSAT5-11 to VA3SFL-0 is presentedn
Table2.1. Theencodingof the SSID (SecondaryStation | Dentifier)is illustratedin Table2.2. The
addres®xtensionbit is adaptedrom HDLC (Section2.3):it is O if therearemoreaddressei the
frame,and1 if theaddresss thelastin theframe.

TheAX.25 SSIDperformsthesamefunctionasportsunderTCP, permittinga singlestationto have
multiple presencesn the network, possiblywith differentfunctions.

The Contmol field, one byte, is always0x03 in the Ul framesthat constitutethe vastmajority of
satellitetraffic.

The Protocol field, more correctly the ProtocollD field, is one byte in length and specifiesif a
higherlevel protocolis in use. In PACSAT communicationshe valueis almostinvariably 0xfO |,
meaningthatno higherlevel protocolis in use.
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Table2.2: AX.25 SSIDencoding

Bit number Item

7 Commandalways0

6-5 Resered,alwaysl11

4-1 NumericSSID

0 HDLC addres®xtensionbit

Thelnformationfield containswhatever datathe applicationwishesto send.

The FCS(FrameCheck Sequence)alsocalledthe CRC (Cyclic Redundang Check),providesa

16 bit checksunto maintaindataintegrity. The checksuncalculationsare basedon the CCITT

standardpolynomialg(z) = z'6 + z'2 + 25 + 1. Thefadingnatureof the channelbetweernthe
spacecrafandthe groundstationproduceserrorsin bursts,andthe performancef this andsimilar

codeshasbeenanalyzedextensiely (2) in suchan ervironment. The codeusedby AX.25 can
detectall errorburstsof length16 or less,99.997%of all error burstsof length17, and99.9985%
of all errorburstsof lengthgreaterthanl7.

2.3 HDLC

Like AX.25, HDLC (High-Level Datalink Control) definesan elaborateprotocol. For satellite
AX.25 purpose#iDLC merelydefinesaline code(3). A line codealtersthedatastreamin orderto
betteradaptit to thetransmissiormedium.In the presentaseHDLC providesthreefunctions:

* NRZI differentialencoding
* Bit stufling
» Framedelimiting
HDLC is a stream-orientegbrotocol, and thereis no notion of groupingindividual bits to form

bytes.In thediscussiorof HDLC theterm*“octet” will beusedonly asa groupingof 8 bits, with no
implicationthatthe groupingis significantto a higherlevel protocol.
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2.3.1 NRZI differential encoding

NRZI (Non-Returnto Zero Inverted) encodingprovides differential encodingof the bit stream
thatis to be transmitted.Differentialencodingencodeslatain the differencebetweensuccessie
bits, ratherthanin the bits themseles. This is a corveniencein someof the modulationformats
usedin satelliteoperationslike MSK (Section2.5.4),but is mandatoryin otherformatslike BPSK
(Section2.5.3).

In NRZI encodinga zerobit is transmittedoy a changein the output,while a onebit is transmitted
by no changein the output. This is illustratedin Figure 2.3. Note that the absolutevalue of the
outputisirrelevant: it is only changesthatconvey information. Thetwo possibleoutputwaveforms
arethusequvalent.

Input bit stream 10 0 1 1 0 0 1 0 1
Output | | L
waveforms —

() () () () () Q Q () Q ()

(o)) (o)) (o)) (o)) (o)) (o)) (o)) (o)) (o)) (o))

C C C C C C C C C C
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o o o o o

c c c c c

Figure2.3: NRZI encoding

2.3.2 Bit stuffing

A weaknesof NRZI over radio channelss thatif therearetoo mary onebits in arow, a DC
componentwill be necessaryor transmission—irsystemswvhosebandwidthdoesnot (and often
cannot)extendto DC. Additionally, recoreringthetiming of individual bits—easyfor zerobits un-
derNRZIl—canbecomeunreliablewhenanextendedseriesof onebits is transmitted . The solution
adoptedoy HDLC andotherstream-orientedatatransmissiorschemedike USB (4) is bit stufing;
if too mary bits of onekind appearin a row, inserta bit of the otherkind on transmissionand
remove it onreception.Thisis illustratedin Figure2.4.

UnderHDLC only five consecutie one bits may occurin outgoingdata. Shoulda sixth one bit
occur azerois insertedon transmissiorandremoved on reception.
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Input bit stream 10 1 1 1 1 1 11 1 0
Output waveform [ L
Output bit stream 10 1 1 1 1 1 0 1 1 1 O

Zero inserted ‘J

Figure2.4: HDLC bit stufing

2.3.3 Frame delimiting

HDLC indicatesthe beginning andend of a framewith a bit patternthatis not permittedin user
data:the octetOx7e , with the otherwise-forbiddemit pattern01111110 , which is not subjectto
bit-stufiing. By corventionanidle HDLC channekendsonsecutie framecharactersasillustrated
in Figure2.5.

Hex data Ox7e . Oxe ‘
Bitstream 0111111001111110
Output waveform | | 11 B

Figure2.5: Bit patternsandwaveformsonanidle HDLC channel

2.3.4 Polynomial scrambling

While not partof HDLC—it is, typically, amodemfunction—theapplicationof polynomialscram-
bling to transmitteddatais closelyrelatedto thefunctionsprovidedby HDLC.

Theprocesof scramblinghe dataenhancests transmissionn severalways:

* An increasedlensityof transitionsfurthereasesiming recovery.

* Anincreasediensityof transitiondurtherreduceghelow frequeng bandwidthrequirements
of thesystem.

» Thepseudo-randomatureof the scrambledlatarenderghetransmittedspectrurmoise-like,
with no spectralinesthatcouldinterferewith otherservicedn sharedspectrumallocations.
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The standard@600baudanalogueMSK modemwasdesignedoy Miller in the 1980s(5) anduses
polynomialscrambling. Miller’ s design,often referredto by his amateurradio callsign G3RJH,
usesthe scramblingpolynomiall + z'2 + 217, whereeachoutputbit is computedrom the current
bit andthe bits transmittedlL2 and17 bits ago,asillustratedin Figures2.6 and2.7.

Output
—

1 .',1312 $17

— [ [T T TTTTTT T[]

Input

Figure2.6: Polynomialscramblein the G3RUH modem

12 17
Input 1 d d

—t [T T TTTTTTITITT]

Output
—e

Figure2.7: Polynomialdescramblein the G3RUH modem

The original implementationwvas built with discretelogic shift registersand exclusve-OR gates.
Modernimplementationsiseprogrammabléogic (6), or performtheseoperationsn software(7).

The scramblerand descrambleare closelyrelated: the scramblerdividesthe bit sequencéy the
polynomial,while the descramblemultiplies by the samepolynomial. In theoryeithercircuit can
sene asthescramblemwith the otherasthe descrambletbut in practicethefeedbacldivision circuit
is only usedin the scramblerbecausef it wasusedin the descramblean erroneouseceved bit
could circulateindefinitely The circuit in Figure 2.7 will thusonly outputthreecorruptbits on
receptionof asingleerronoeudit. Thisis acceptablén the AX.25 ernvironmentwherepacletsare,
in ary caserejectedfor asingledetectedit error

2.4 KISS

KISS (Keeplt Simple, Stupid) is ameansof encapsulating\X.25 datagramgor transmissiorover
seriallines. It wasdevisedasaninterim meandor implementingnew protocolsin amateurdigital
radiosystemg8).
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Table2.3: KISS commandunctions

Hex value Function

0x00 Data frame
0x01 Transmitter keying delay
0x02 Persistence

0x03 Slotinternal
0x05 Full duplex
Oxff Exit KISS mode

When radio amateurdirst startedexperimentingwith paclet radio the available computershad
limited capabilityandwerenot ableto implementthe AX.25 protocolsin their own software. The
solutionwasa separatededicatedxternaldevice calledthe TNC (TerminalNodeController) that
includedprotocolandmodemfunctionality

This approachworked, but it wasinflexible: sincethe protocolwasfixed in the TNC firmware,
it wasimpossibleto experimentwith differentprotocols. The solutionwasto bypassthe protocol
functionsof theTNC andonly usethemodem.Theprotocoldevisedto communicatdetweermore-
powerful hostcomputersandthe TNC, with much of its functionality now disabled,wasKISS.
Many modernimplementationsarry this progressiorfurther and performall their processingn
software,requiringlittle morethana sufiiciently powerful hostcomputerwith a soundcard.

KISS wasmodelledon the TCP/IPstandardsLIP (9), with enhancement®r amateuradiouse.

A frametransmittedby KISS is a completeAX.25 frame (Figure 2.8) without the checksumor

HDLC encoding.On transmissiorthe TNC will computethe CRC andperformHDLC encoding.
Onreceptionit is the taskof the TNC to remove the HDLC encodingandvalidatethe checksum
beforemakingthe frameavailableto the host.

‘ Frame ‘ CMD ‘ AX.25 datagram ‘Frame‘

Figure2.8: Thelayoutof aKISS frame

The KISS commandfunction byte is provided so that the hostcomputermay give instructionsto
the TNC. The standard®n this areloose,but the minimal requirementsn the standardare listed
in Table2.3. Only thebold face commandsrerelevantto satelliteoperationsthe othersconfigure
the systemfor terrestrialoperation.



CHAPTERZ2. SATELLITE COMMUNICATIONS 12

Table2.4: KISS characteusage

Function Hexvalue Mnemonic
Frameend 0xc0 FEND
Frameescape Oxdb FESC
Transposedrameend Oxdc TFEND

Transposedrameescape  0Oxdd TFESC

KISS reseresseveral characterdor its own purposegTable2.4). Key is the frameendcharacter
FEND which delimits frames. Shouldthe bit patterncorrespondingo FENDoccurin datait is

replacedy the combinationof theframeescape&haracte FESC followed by thetransposedrame
endcharacteTFEND Similarly, shouldFESCoccurin the data,it is replacedby the combination
of FESCfollowedby thetransposedrameescapeharacteTFESC

A programthat wishesto receve and processKISS transmissiongnustthusinitially wait for an
FENDcharacter If the following characteiis arything otherthanan FENDcharacteiit begins to

accumulatea frame; otherwise, it ignoresconsecutie FENDs until a frame begins. The program
handleghe commandunctioncodeasnecessarandthenproceedgo accumulatecharactersintil

theframeis complete assignalledby a second=END During this processingt mustrecognizeand
procesescapesequencesTheframeis now complete:the checksunis validatedandthe frameis
handedo the hostfor processing.

This type of “multi-mode” processings routinelyimplementedwith a finite statemadine which

switchesprocessingnodesto follow the protocol. The finite statemachineusedfor processing
KISS framesis illustratedin Figure2.9. Several of the programsdescribedn AppendixC usethis

statemachinejmplementedn aroutinecalledProtocol()

2.5 Modems & Modulation

The function of a modem shortfor modulatordemodulator is to corvert digital signalsinto an
analogudorm thatmaybetransmittecbver acommunicationghannelin thiscasearadiosystem.

The featurethat drives mary modemdesignsandimplementationss bandwidth,andthis will be
discussedn somedetail. Severalmodulationschemegpresentlyin useon amateusatelliteswill be
discussedndtheir featureswill becompared.
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