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Learning Unit 9
Basic Message Handling Part II
Objective:
 This unit is a continuation of the previous Learning Unit.

Information:
Message Handling Rules
Do not speculate on anything relating to an emergency! There may be hundreds of people listening to what you say (other Amateurs, and the media and general public using scanners) and any incorrect information could cause serious problems for the served agency or others. You do not want to be the source of any rumor.

If your served agency requests an estimate, you can provide that information as long as you make it very clear that it is only an estimate when you send it. For example, saying "The estimated number of homes damaged is twelve" would be acceptable. 

Pass messages exactly as written or spoken:
In addition to speed, your job as a communicator is to deliver each message as accurately as possible. Therefore, you must not change any message as you handle it. If it is longer than you would like, you must send it anyway. Apparently misspelled words or confusing text must be sent exactly as received. Only the original author may make changes. If you note an inaccurate word count in a NTS format message, you must maintain the original count and follow it with the actual count received at your station, i.e.: "12/11."

Should you return a message to the author before first sending it if it seems incorrect or confusing? This is a judgment call. If the apparent error will affect the meaning of the message and the author is easily contacted, it is probably a good idea. Whenever possible, it is a good practice to read each message carefully in the presence of the author before accepting it . This way, potential errors or misunderstandings can be corrected before the message is sent.
Non-Standard Format Messages:
Much of the tactical information being passed during a major emergency will not be in ARRL format. It may have much of the same information, but will be in a non-standard format or no format at all. These messages should also be passed exactly as received. If necessary, use the ARRL format and place the entire non-standard message in the "text" section.

The Importance Of The Signature
During an emergency, the messages you handle can easily contain requests for expensive supplies that have a very limited "shelf life" (such as blood for a field hospital), or for agencies that will only respond to properly authorized requests (i.e.: for medevac helicopters). For this reason, it is critical that you include the signature and title of the sender in every message.

ARRL Numbered Radiograms
ARRL Numbered Radiograms are a standardized list of often-used phrases. Each phrase on the list is assigned a number. There are two groups: Group One is for emergency relief and consists of 26 phrases numbered consecutively from "ONE" to "TWENTY SIX," and preceded by the letters "ARL." For example, "ARL SIX" means "will contact you as soon as possible."

Group Two contains 21 routine messages, including number "FORTY SIX" and from "FIFTY" through "SIXTY NINE." Earlier printed versions of this list do not contain the latest additions. For the complete list, see http://www.arrl.org/FandES/field/forms/fsd3.pdf. In the text of the message, the numbered radiogram is inserted by using the letters “ARL” as one word, followed by the number written out in text, not numerals. For example: “ARL FIFTY SIX.”

When using numbered radiograms, the letters "ARL" are placed in the "check" block of the preamble, just prior to the number indicating the word count, as in "ARL7." "ARL FIFTY SIX" is counted as three words for the "check" block. Two common receiving errors are to write "ARL-56" and count it as one word, or "ARL 56" and count it as two words.

It is important to spell out the numbers letter by letter when sending using voice. This allows the receiving station to correctly copy what is being sent, and not inadvertently write the figures out as "FIVE SIX" instead of "FIFTY SIX."

Some numbered messages require a "fill in the blank" word in order to make sense. Here are two examples:

ARL SIXTY TWO: Greetings and best wishes to you for a pleasant ______ holiday season.
ARL SIXTY FOUR: Arrived safely at ______.

Here's an example of a message to convey a Christmas greeting, indicate safe arrival and send regards from family members.

57  R  W1AW  ARL 16  PUEBLO CO   DECEMBER 10 
RICHARD RYAN
3820 S SUNNYRIDGE LANE
NEW BERLIN WISCONSIN 53151
414 555 1234 
BREAK
ARL FIFTY ARL SIXTY TWO CHRISTMAS ARL SIXTY FOUR HOME
MOM AND DAD SEND THEIR LOVE 
BREAK
BOB AND ALICE

Note that no "XRAY" is used between parts of this message. The numbered radiogram assumes a period at the end of the phrase.

Important: Be sure to decode a message containing an ARL text into plain language before delivering it. Chances are good that the recipient will not know the meaning of the ARL code number. In one real situation, a recipient thought that an un-decoded ARL radiogram delivered by telephone was actually a spy message, and contacted the FBI.

Copying Hints
When copying the text of a message by hand, receiving stations should write five words on each line, (or ten words per line if using a keyboard). The standard ARRL Radiogram form is set up for hand copying with spaces for each word, but even if you are writing on whatever happens to be handy, grouping the words five to a line allows for a very quick count after the message is received. Once complete, the receiving operator compares the word count with the check. If okay, the message is "rogered" -- if not, the message is repeated at a faster reading speed to locate the missing or extra words.

Modified Message Form for Disasters
While ARRL format messages can handle many different types of information flow, there can be requirements for formats that are unique to an individual agency or type of emergency. Your emcomm group should work with each served agency before the emergency to see which format will best fulfill their needs. A good example is the popular Incident Command System (ICS) form ICS-213 used by most government agencies.





Click on the icon above to view the ICS-213 Form (PDF File)
Service Messages
A "service message" is one that lets the originating station know the status of a message they have sent. A service message may be requested by a handling instruction (HX), or may be sent by any operator who has a problem delivering an important message. During emergencies, service messages should only be sent for Priority and Emergency messages.

Logging and Record Keeping
An accurate record of formal messages handled and various aspects of your station's operation can be very useful, and is required by law in some cases.. Lost or misdirected messages can be tracked down later on, and a critique of the operation afterward can be more accurate. All logs should include enough detail to be meaningful later on, especially the date and an accurate time. With some agencies, your log becomes a legal document and may be needed at some later time should an investigation occur. In this case, logs should be completed and turned in to the appropriate person for safekeeping and review.

What to Log:
Log all incoming and outgoing messages. Record the name of the sender, addressee, the station that passed the message to you, the station to whom the message was sent, the message number, and the times in and out. Keep the written copy of each message in numerical order for future reference.

Also, log which operators are on duty for any given period, and record any significant events at your station. These might include changes in conditions, power failures, meals, new arrivals and departures, equipment failures, and so on.

In addition to the log, copies of all messages should be kept and catalogued for easy retrieval if needed later for clarification or message tracking. Many operators make notes about when the message was received and sent, and to and from whom, directly on the message form itself. This helps speed up tracking later on. Never rely on your memory.

Should informal messages be logged? This is usually up to the stations involved, and depends on the circumstances. Even informal messages can contain important details that may be need to be recalled later. Emergency or Priority messages of any kind, even unwritten messages, should always be logged. Some net control operators like to log every message or exchange, no matter how inconsequential. Others like to log only those with potentially important details.

Log Formats:
At a station with little traffic, all information can be included in one chronological log. However, if a large number of messages are being handled and you have a second person to handle logging, separate logs can make it faster and easier to locate information if it is needed later. You might keep one log for incoming messages, one for outgoing messages, and a third for station activities. The NCS will also need to keep a log of which operators are assigned to each station, and the times they go on and off duty. 

Who should log:
At the net level, logging can be handled in several ways. If activity is low, the net control operator can handle logging. In busy nets, a second person can keep the log as the net's "secretary" and act as a "second set of ears" for the NCS. The logger can be at the NCS, or they might be listening from a different location. 

If an "alternate NCS" station has been appointed, they should keep a duplicate log. If they need to "take over" the net at any point, all the information will be at hand, preserving the continuity of the net.

In addition to logs kept at the net level, each individual operator should keep their own log. This will allow faster message tracking and provides duplicate information should one station's logs become lost or damaged.

In a fast moving tactical net, keeping a log while on the move may be impossible for individual stations. In this case, the net control station may decide to keep one log detailing the various informal messages passed on the network.

Logging is a good position for a trainee with limited experience, or an unlicensed volunteer. Two experienced and licensed operators can also alternate between on-air and logging duties to help combat fatigue.

Writing Techniques For Message Copying and Logging
Your logs should be clear and legible to be of any use. If only you can read your handwriting, the log will be of little value to the operator who takes the next shift or to the served agency as a legal document. Print in neat block letters on lined paper or a pre-printed log form. A firm writing surface with support for your forearm will reduce fatigue and improve legibility.

Keep both pens and pencils on hand since each works better under different conditions. Logs that will become legal documents should always be written in permanent ink. Some operators prefer special "diver's" pens that will write on wet surfaces at any angle.

Logs should be kept in notebooks to prevent pages from becoming lost. In the case of pre-printed log sheets, use a three-ring binder works well. If more than one log is kept, each should be in its own notebook to prevent confusion and accidental entries. Logs that will become legal documents should be kept in hard-bound books with pre-numbered pages so that missing pages will be obvious.
In fast-moving situations, it can be difficult or impossible to keep a log of any kind. If a message, exchange, or event should be logged, try to do it as soon as possible afterwards, or ask the NCS to add it as a notation in his log. If there are enough operators to do so, one may be assigned the sole task of logging the net's operations, thus freeing up other net participants to handle messages more quickly.

Message Authoring -- Them Or Us?
One of the oldest arguments in emcomm is the question of whether or not emcomm personnel should author (create) agency-related official messages. If your job is strictly communication, and the message is not about the communication function you are providing, the best answer is "no." "Pure" communicators are not generally in a position to create messages on behalf of the served agency. They have no direct authority and usually lack necessary knowledge.

However, you should always work with a message's author to create text that is short, to the point, and uses the minimum number of words necessary. Once you do this with most agency personnel, they will be happy to send you appropriate messages, since it saves them time, too. If the author tells you to "just take care of the wording for me," it is still a good idea to get their final approval and signature before sending the message.

If you have additional training for an agency-specific job that involves message origination, this is quite different from the situation of a "pure" communicator. In this case, you may be able to generate an official message if you have been given the authority to do so.

Other messages that can and should be generated by all emcomm operators are those that deal solely with communication. Examples would be messages about net operations and frequencies, and requests for relief operators, radio equipment, supplies, food, and water for emcomm personnel.

Message Security & Privacy
Information transmitted over Amateur Radio can never be totally secure, since FCC rules strictly prohibit us from using any code designed to obscure a message's actual meaning. Anyone listening in with a scanner can hear all that is said on voice nets. The federal Communications Privacy Act does not protect Amateur Radio communications, and anything overheard may be legally revealed or discussed. Reporters in disaster-prone areas have been known to purchase digital-mode decoding software for laptops in order to intercept ham radio communications during disasters.

However, this does not mean that you can discuss any message you send with others. Messages sent via Amateur Radio should be treated as privileged information, and revealed only to those directly involved with sending, handling, or receiving the message. This must be done to offer at least a minimum level of message security. You cannot prevent anyone from listening on a scanner, but you can be sure they do not get the information directly from you.

Your served agency should be made aware of this issue, and must decide which types of messages can be sent via Amateur Radio, and using which modes. The American Red Cross has strict rules already in place. In general, any message with personally identifiable information about clients of the served agency should be avoided -- this is a good policy to follow with any agency if you are in doubt. Messages relating to the death of any specific person should never be sent via Amateur Radio. Sensitive messages should be sent using telephone, landline fax, courier, or a secure served-agency radio or data circuit.
While we can never guarantee a message will not be overheard, there are ways to reduce the likelihood of casual listeners picking up your transmissions. Here are some ideas:

· Use a digital mode: packet, PSK31, fax, RTTY, AMTOR, digital phone, etc. 

· Pick an uncommon frequency -- stay off regular packet nodes or simplex channels. 

· Do not discuss frequencies or modes to be used openly on voice channels. 

· Avoid publishing certain ARES or RACES net frequencies on web sites or in any public document. 

Some agencies use a system of "fill in the blank" data gathering forms with numbered lines. To save time on the radio, all that is sent is the line number and its contents. A casual listener might hear, "Line 1, 23; line 5, 20%; line 7, zero." The receiving station is just filling in the numbered lines on an identical form. Without the form, a casual listener will not have any real information. As long as encryption is not the primary intent, this practice should not violate FCC rules.

Informal Messages
When we send a written ARRL-format message, we do it to preserve accuracy no matter how many people pass the message along. Informal or "tactical" messages are not written out in ARRL format, or not written at all. However, this does not mean that accuracy is any less important. If someone gives you a short message to relay to someone else, you should repeat it as closely to the original as possible. Messages that will be relayed more than once should always be sent in ARRL format to prevent multiple modifications.

Here is an example of what might happen if you are not careful to maintain the precise meaning of the original message:

The original message: "The shelter manager says she needs fifty cots and blankets at Hartley Hill School by tonight.".

After being passed through several people: "He says they need a bunch more cots and blankets at that school on the hill."

Reference links
· ARRL F&ES -- Appendix A -- Originating Messages: www.arrl.org/FandES/ead/teacher/kemp/appendixa.html
Review:
In this unit you learned how to format, send, and receive a formal ARRL style message, and the importance of the signature, logging, and accuracy. Formal message formats make message handling more efficient and accurate. Not every situation requires a formal message, but where the accuracy of specific information is critical, the formal message is the best method. 

Amateur Radio is not a secure mode, but you can take other steps to protect messages. You should never discuss the contents of messages with anyone else.

Officials of a served agency normally originate messages, but if you have additional training in a job for your served agency, you may also be authorized to originate messages. Whenever possible, you should work with a message's author to create a clear text using the minimum number of words necessary.

